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2. lvanov, D.V., Ivanov, V.A., Ryabova, N.V., RyabaM.l,,
Chernov, A.A., Ovchinnikov, V.8tudying the parameters of frequency
dispersion for radio links of different length ugisoftware defined
radio based sounding system // Radio Science. 3819.

3. Watterson, C., Juroshek, J., Bensema,E®perimental Con-
firmation of an HF Channel Model // in IEEE Transacs on Commu-
nication Technology. — Vol. 18.9- 6. December 1970. — Pp. 792 — 803.



4. Dhar, S., Perry, B.D.Equalized megahertz bandwidth HF

channels for spread communications // MILCOM-82.1982. —
Pp. 29.5.1. — 29.5.5.
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DISPERSION EFFECTS IN IONOSPHERIC HF RADIO

CHANNELS AND THEIR TECHNICAL APPLICATIONS

10

Ivanov D.V., lvanov V.A., Ryabova M.l., Ovchinnikow.V.

(Volga State University of Technology)

The paper provides an overview of both theoretiead

experimental research on different forms of ionesjghplasma
dispersion and their impact on HF communicatiortesyswave
packets. These effects have a detrimental influemtelong-
distance communication and over-the-horizon radgstems.
Furthermore, they constrain signal bandwidth, tHimsiting

potential advantages for radio systems. The papeers the
patterns of the dispersion effect, models, and eares
employed to describe variable ionospheric disparpitenomena
of various types. It also explores methods to ratBgdispersion



distortions, taking into account the unique chamastics of wave
packet propagation in ionospheric plasma. Theseuséed

approaches and methods can be applied to enhanze da

throughput, improve noise immunity, and increasegécurity of
data transmission in ionospheric radio communicatibannels.
Developing active and passive sensor diagnostids tdor
ionospheric dispersion will contribute to improvinghe
adaptability of wideband systems to variable disioer,
ultimately enhancing system quality.

11



&2 681.586.54

& + ), * %
%& , ) %) -)
& L% )
%& ( ) -& %
% %
# 1 L .2
$ l’ l(’/ :i.
(l
2 % )
6 % 54
-
- -
] I -
! [1 - 3].#
% !
1 3
.2 -
. $ -
3 1
51 !
5 87%.

ggHs*  #+ &(

1. Bucaro J.A., Dardy H.D., Carome E.Bptical fiber acoustic
sensor /I Applied Optics. — 19779-16(7). — . 1761.
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2.Wang, Y., Yuan, H., Liu, X., Bai, Q., Zhang, H.oG#4,, Jin, B.
A Comprehensive Study of Optical Fiber Acoustic Seg // |IEEE
Access, — 2019. — Vol. 7. — Pp. 85821 — 85837.

3. Wild, G., Hinckley, SAcousto-Ultrasonic Optical Fiber Sensors:
Overview and State-of-the-Art // IEEE Sensors. 080-9 8(7). —
Pp. 1184 — 1193.

POTENTIAL POSSIBILITIES OF VOICE PATTERN
RECOGNITION BY A SPEECH FRAGMENT RECORDED
WITH A DISTRIBUTED FIBER OPTIC SENSOR

Gubareva O.Yu, Dashkov M.\, Kartak V.M?,
Makarov .S, Gureev V.0, Evtushenko A.S.

(*Povolzhskiy State University
of Telecommunications & Informatics;
2 Ufa University of Science and Technology)

The paper examines the possibility of using theerfibptic
communication lines available at the controlled egbj with
vibration-acoustic monitoring systems installed folve the
problem of identifying the user’s identity by actiasignals [1-4].
Several techniques have been studied to reducmftbence of
acoustic noise: the use of a Butterworth bandpdss, fthe
channel energy normalization method, and the splegating
method. For voice identification, the mel-frequencgpstrum
(MFC) method is considered. The results of expeambalestudies
are presented, on the basis of which it was coeduthat the
MFC method allows user identification with an 87&6aess rate.

13
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FEATURES OF TRAINING MICROWAVE PHOTONICS

SPECIALISTS FOR DEFENSE INDUSTRY ENTERPRISES

WITHIN THE FRAMEWORK OF THE PROGRAM
OF ADDITIONAL PROFESSIONAL EDUCATION

Kuznetsov A.A, Masnoy V.A% Morozov O.G, Nureyev I.I*
Sakhabutdinov A.Zh.

(*Kazan National Research Technical University naaféer
A.N. Tupolev-KAI,2JSC "KRET")

The report reflects the experience of KNRTU-KAI timining
specialists in the field of microwave photonics fdefense
industry enterprises.
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COMPARATIVE ANALYSIS OF REGRESSION
AND ENSEMBLE MACHINE LEARNING METHODS
FOR THE PURPOSE OF MUF FORECASTING

Ryabova N.V., Konkin N.A., Chernov A.A., Ivanova\W\.
(Volga State University of Technology)

The study examines the effectiveness of predidtiegmaximum
usable frequency of an HF communication channetdgression
and ensemble XGBoost machine learning models vethcton
(tuning) of model parameters.






&2 004.32

), * % &
) %
(
6
% , |
% 5
! 5G ( ), %
[ I
3 51
I .
[ % I
5G. 6
! 5G,
11 %
5G [1].8 - !
5G
2 %
3 |
% |
*
! 5G, !
! % 5

22

5G



% 5G,

% 3 .8 ! -

8$HB*  H+ &(

1. Zheng Z., Xie S., Daj H., Chen X., WangH. An overview of
blockchain technology: Architecture, consensus, artdre trends //
Proc. 6th IEEE International Congress on Big D8igData Congress).
—2017. — Pp. 557 — 564.

THE POSSIBILITIES OF USING BLOCKCHAIN
TECHNOLOGIES IN 5G NETWORKS

Kuznetsov A.A.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

In the contemporary world, telecommunications péayivotal
role in facilitating information exchange and coctivty among
individuals and devices. The continuous evolutiorf o
communication networks, including 5G networks (four
generation), presents an ongoing challenge toiefiy manage
these networks. In this context, blockchain tecbggl originally
designed to ensure reliability and transparencyhia realm of
cryptocurrencies, has garnered attention as a fimltenlution for
optimizing the functionality of 5G networks.
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METHOD OF ADAPTIVE COMPRESSION
OF TRANSMITTED INFORMATION

Likhtzinder B.Ya., Darbinjan E.A.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

The method relates to the field of telecommunicetiand can be
used to reduce the amount of transmitted data atantrolled

processes. The main goal of the proposed methmdreduce the
volume of transmitted process data if the valuethefmonitored
process parameter do not exceed the establishis. lim
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TRANSMISSION OF INFORMATION FROM ANALOG
SENSORS USING PWM SIGNALS

Likhtzinder B.Ya., Sibutin A.V.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

This paper discusses the transfer of analog paeamef slow
technological processes to free discrete inputprogrammable
logic controllers by converting the analog signaldigital and

sending it to the discrete input of the PLC in thien of a PWM
signal.
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1. National Instruments. NI PXle-5673/5673e Speaiibns Vec-
tor Signal Generators.

2. National Instruments. NI PXI-5670/5671 Specificas 2.7
GHz RF Vector Signal Generators.
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DEVELOPMENT OF A TRAINING STAND FOR
ASSESSING THE NOISE IMMUNITY OF THE FHSS
TECHNOLOGY

Kuznetsov A.S., Kozlov S.V.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

The paper considers development testbench for tiny sof
antijamming FHSS technology.
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0 —DSNR(0,2, Pn)A —DSNR(0,25, Pn)

8$HB*  H+ &(

1" ., %,0 | % 6 -
| |
! OFDM- I
! ,2022. — . 25. —
9 2.-8.67-72.
2." . Y%t ! 4 %
OFDM- n -

,2017.— . 11. -9 4.-8.59 -63.
EFFECT OF FAST FADING ON IClI OFDM-SIGNALS

Filimonova L.N.

(Povolzhskiy State University of Telecommunicat&&ns

Informatics)

The paper considers the simultaneous influenceastf Rayleigh
fading and frequency mismatch of the frequencies tiod
subchannels of reception and transmission. The l&inmaous
influence of these sources, as a rule, is a coeseguof an

increase in the ICP and a decrease compared tcabes of
partial impact of each source separately.
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1. Choi J., Mun C., Yook J. Symbol — Level selective channel
estimation in packet-based OFDM systems // Sen20&). — Vol. 20. —
Pp. 1-18.

SELECTIVE CHANNEL ESTIMATION IN OFDM
PACKET-BASED SYSTEMS

Filimonova L.N.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

In this paper, a packet-level selective channémesion (PLS)
method is proposed, which allows selecting the rapgtropriate
channel estimation scheme on a per-packet basishwhables a
significant increase in SNR. However, this methddcleannel
estimation uses rather long preambles at the bigjnof the
packet, this type of estimation has difficulty iccarately tracking
the channel changes occurring in the packet ones. ti
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TRANSMISSION OF THE SOURCE IMAGE
AND PROFILE FOR PROFILE SENSORS

Diyazitdinov R.R., Chursinov D.S.
(Povolzhskiy State University of Telecommunicat&&ns

Informatics)

The transmission of the source image and profile poofile
sensors is an important task for verifying data cpssing
algorithms. If the original image and profile tramisfrom sensor,
then it is possible to overlay signals and verlg tprocessing
algorithm. The problem connects with the limitechthaidth of
the communication channel. Therefore, the soureg@s have to

compress.
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DEVELOPMENT OF SOFTW ARE FOR MONITORING
NETWORK SERVERS

Zhalnin D.A., Stefanova I.A.
(Povolzhskiy State University of Telecommunicat&&ns

Informatics)
The article discusses the development of an apijalicafor
tracking network activity in an organization. Thidgl allow the
application to be used in organizations for momiigr the
network activity of server equipment and computers.
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1. Dijazitdinovg . . Homography Parameters Estimation for
Super-position Multidimensional Television Signalsth Automatic
Matching Reference Points // 18th Internationale8tfic and Techni-
cal Conference on Optical Technologies for Commations. — Pro-
ceedings of SPIE. — Samara, 2020. — Vol. 1179311+M30E.

RESEARCH OF CRITERIA FOR MATCHING IMAGES
CONNECTED BY A HOMOGRAPHY
TRANSFORMATION

Diyazitdinova A.A.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

Image matching is an important issue in variouki§iescience,
industry, civil life, etc. One of the most importarharacteristics,
along with the accuracy of image matching, is psstgy time.
Several criteria for matching images is testedhis article to
determine the optimal one.
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DESIGNING A DASHBOARD IN HTML
Bednyak S.G., Trushina V.E.

%

(Povolzhskiy State University of Telecommunicat&&ns

Informatics)

Dashboards become one of the popular forms of rimdition
presentation. The article describes the featuredewtloping a

dashboard design in the HTML hypertext markup |aggu
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1. Abdullahi I. Survey on caching approaches in Information
Centric Networking / I. Abdullahi, S. Arif, S. Haas // Network and
Computer Applications. — 2015. — Pp. 48 — 59.

THE TASK OF DISTRIBUTING NETWORK
COMMUNICATION RESOURCES IN THE PROCESSING
OF SENSOR DATA

Batyrshina Y.A.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

The problem of the growing flow of sensory datalia network

is a priority today. It is proposed to consider teot-oriented

network slicing as an effective distribution of wetk
communication resources.
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PROBLEMS OF DEVELOPMENT OF REGIONAL
BROADCASTING NETWORKS

Karyakin V.L.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

The requirements based on the author's researttredormation
of a regional multiplex, on metrological supporttbé technical
operation of single-frequency networks, on the eatbn of the
efficiency of single-frequency networks, as well as the
distributed system for monitoring the quality obhdcasting of
DVB-T2 standard are presented. Modernization of @Risting

regional networks and certification of the equipiiking into
account the system requirements formulated by thikoa and
protected by patents of the Russian Federationsuitcessfully
solve the existing problems of development of regioTV

broadcasting networks.
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PERSPECTIVES OF DVB-T2 STANDARD EQUIPMENT
DEVELOPMENT AT THE PROGRAM LEVEL

Karyakin V.L.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

The transition of television broadcasting equipmémt the
Russian Federation from hardware to program leviélmake it
possible to solve the previously mentioned problamminimal
cost. As a result, it will allow increasing the roen of
multiplexes, moving from standard quality to highatity and
ensuring uninterrupted television and radio broatieg in
different regions of Russia, due to the possibitifyparametric
optimization of equipment taking into account diéfet
broadcasting conditions in different regions of tRessian
Federation.
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METHOD FOR DETECTING LOW -AMPLITUDE
SIGNALS FOR ECG ANALYSIS DEVICES

named after A.N. Tupolev-KAl)

Galimzyanov E.R.
(Kazan National Research Technical University

The article proposes a theoretical method for egtirg the EMF
vector of the heart. Based on this technique, d Bstem has
been developed for analyzing low-amplitude cardigoals.
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, 1999. — 448.
2. McSharry, Clifford G, TarasenkoL, Smith L.A. A dynamical
model for generating synthetic electrocardiogragmais // IEEE Trans-
action on Biomedical Engineering. — 2003. — Vol (80 — Pp. 289 — 294.

3. ,HL 3

! ;0 /16 .-
5 “# - #$*8 8 " .-99(2010).-8.85-091.

4./ + L. L * 3 -

I !
—-2011. 6 .13.-8.26-29.

APPLICATION OF MATHEMATICAL MODELS
IN THE ANALYSIS OF ELECTROCARDIOSIGNALS

Galimzyanov E.R., Sharifulin A.R.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

The article discusses the problem of choosing a emad
electrical signals of the heart for automatic asialpf ECS.
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1. Proakis J.G.Digital Communications. Fourth edition / J.G. Rdsa
—New York: McGraw-Hill. — 2001. — 798.

MULTI-PASSES EQUALIZATION IN ISI-CANNELS

Khabarov E.O., Martyshenko V.D.

(Povolzhskiy State University of Telecommunicat&&ns

Informatics)
The iterative procedure of Multi-passes Equalizatiavith
Decision- and Noise-Feedback in Channels with {8tgnbol-
Interference is considered. The probability-perfance, those
findings by the use of imitation-modeling are presé.
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1. Ashjaej M. Schedulability analysis of Ethernet Audio Video
Bridging networks with scheduled traffic supporRéal-Time Systems.
—2017.— .526 —577.

USING MEMORY IN SWITCHES IN THE ETHERNET
TSN NETWORK

Mamoshina Yu.S., Natsevich A.O.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

This paper presents the results of memory use N Efhernet
networks.
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1. Ashjaej M. Schedulability analysis of Ethernet Audio Video
Bridging networks with scheduled traffic supporR&al-Time Systems.
—2017. — Pp. 526 — 577.

LIST OF GATEWAY CONTROL IN THE ETHERNET TSN
NETWORK

Mamoshina Yu.S., Surodin V.N.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

This article discusses the scheduling mechanisnthén TSN
Ethernet network.
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6.#." —# L 2-, .- 6 , 2006.
- 526 .

2.2 , .. $
116 .—2021.9 10.-8.67-79.
3.3 , - .% 4, 0,3 , + 45 ,
$
3 IOT // 6 #%0 & .o .—2018.
- .21.-9 3.-8.155-165.
4.% , %,3 ) R < JHH
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I & 3 . — 2018. -

912.-8.71-76.

AUTOMATED COMMAND AND MEASURING COMPLEX
DIAGNOSTIC TROUBLESHOOTING OF VARIOUS
COMMUNICATION AND CONTROL COMPLEXES

Zykin A.A., Khvorenkov V.V.
(Kalashnikov Izhevsk State Technical University)

The article discusses the implementation of an raated
diagnostic complex. The complex consists of contesid
measuring equipment from Rohde & Schwarz, an ingntation
control computer, a radio station control computerd a
diagnostic object. The of control and measuring iEgant
includes the R&S SMC100A signal generator and t&& RIPV
audio signal analyzer. Both devices are connectdlle network
via an Ethernet interface. The wearable VHF ratiticn R168-
5UT-2 was selected as the diagnostic object.
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ANALYSIS OF SYSTEM CHARACTERISTICS FOR
TRANSMITTING DATA PACKETS AT FREQUENCIES
FROM 30 TO 300 MHZ AT LOW SPEEDS

Kopysov A.N., Shaimov A.Yu.
(Kalashnikov I1zhevsk State Technical University)

The paper considers the parameters of the organmizat packet
TCPI/IP exchange in the channel of the frequencgedrom 30
to 300 MHz for the possibility of implementing acsee VPN
connection (tunnel) between two subscribers withie of the
modes of the mobile communication network. The VPN
connection, when considered, is a TCP/IP packeisingssion.
The main problem of packet implementation at reddyi low
frequencies (30-300 MHz) is the sufficient instapibf mobile
MV radio communication (communication in the meteave
range) at a given frequency range and low transomsate (up to
32 Kb/s), as a result of which there may be a fpigibability of
data bit errors, loss of information packets andehtime delays
when exchanging. The paper presents an analysigshef
parameters of packet transmission over the TCPfiRogol,
which considers such parameters as: IP packentiasion delay,
the probability of transmission error or packeslabe maximum
unit of packet transportation (bandwidth, Reno nipd&he
results of modeling a communication line with a gém of
5 km, a transmitter power of 2 watts at speedgpersented 300,
1200, 2400, 4800, 9600, 16000, 32 000 bit/s wittkpasizes of
72,576 and 1500 bytes.
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1.# UDP, ; .-
URL: www.studopedia.ru. —% : .= :
3
2. Multlplexmg and Demultiplexing in Transport Lehttps:
- URL: www.geeksforgeeks.org. 9%
- 13 .
3. QuIC ! -
RFC 9000: . - URL: www.bookflow.ru. — % :
.- 13

MULTIPLEXING AND DEMULTIPLEXING AT THE
TRANSPORT LEVEL

Yakupov D.O., Malakhov S.V.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

Multiplexing and Demultiplexing services are proatin almost
every protocol architecture ever designed. UDPTEDR perform
the demultiplexing and multiplexing jobs by incladitwo special
fields in the segment headers: the source port eurfibld and
the destination port number field.
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—2021.-8. 78 — 80.
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2017.-8. 31 - 35.
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Il
. —2017. -8. 442 — 443.

RESEARCH OF APPROACHES AND MECHANISMS FOR

MANAGING NETWORK TRAFFIC AND EQUIPMENT
IN COMPUTER NETWORKS

Evstigneev S.V., Yakupov D.O.

(Povolzhskiy State University of Telecommunicat&&ns

Informatics)

This article discusses the importance of effecfivelanaging
network traffic and equipment in modern computetwoeks.
Various approaches to managing network traffic explored,
including QoS, flow control, routing, and load badang. It also
highlights the potential of new technologies sushSDN and
NFV, as well as machine learning and artificialelligence.
However, the key problems are the lack of a unifstamdard for
managing network traffic and problems related talauility and
throughput.
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1. Li, L., Chen, H., Chang, H.-H. and Liu, Deep Residual Learn-
ing Meets OFDM Channel Estimation // in IEEE WisdeCommunica-
tions Letters. — Vol. 9. 9 5. — Pp. 615 — 618. — May. 2020.
DOI: 10.1109/LWC.2019.2962796.

CARRIER FREQUENCY OFFSET COMPENSATION FOR
OFDM TECHNOLOGY USING DEEP LEARNING
NEURAL NETWORKS

Salnikov R.O., Meshkov I.K., Galeev Z.Z., GizatukR.
(Ufa University of Science and Technology)

The paper considers the possibility of frequencysmatch
compensation in systems with OFDM payload procegssin
technology using deep learning neural networks.

71



&2 004.42

, - %%
% % %& +,)
$) 3., + $.
(
)
8 !
y o , , Python
GPT-2 , b5 % 5
!
[1.$ 3 3
, 54 ! 5 !
! 3
63 %
) ’ ! 15 5
| +
!
11} % n mn n
I ! !
54 .
5! %
1 ] %
5 y - ’
% !
’ ' % ’ ’
- , % 5 I

72



54 -

| 5 %
! %
2 4 3 ]
[ ol -
L %
% -
! , ]
|
8$HB*  H+ &(
11,3 54

! I, ) Wi .=
Manning Publications, 2018. — 300 c.

DEVELOPMENT OF SOFTWARE FOR MONITORING
NETWORK SERVERS

Islamov K.E., Stefanova |.A.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

The article discusses the development of an alguarithat will

differentiate text in two groups based on machewring. This

will allow many applications to speed up some psses, such as
leaving reviews, helping clients within chat andamunore.
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1. lyer, L.S.Al enabled applications towards intelligent tramsp
tation // Transp. Eng. Elsevier. — 2021. — Vol-%. 100083.

2. Korala, H. et al.A Survey of Techniques for Fulfilling the
Time-Bound Requirements of Time-Sensitive loT Apations // ACM
Comput. Surv. Association for Computing Machinery. 2022. —
Vol. 54. -9 11.
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INTELLIGENT ALGORITHM FOR CALIBRATION
OF THE TRAFFIC MODEL

Lopukhova E.A., Abdulnagimov A.l., Klyavlin N.
(Ufa University of Science and Technology)

In these theses, the authors presented a techtucerhance the
alignment of the SUMO traffic model with the actdghamics of
the transport system by utilizing machine learratgprithms.
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1. Breidhardt, G. et al(1991). Standards for Analysis of Ven-
tricular Late Potentials Using High-Resolution oigr&l-Averaged
Electrocardiography: A Statement by a Task Forcen@itee of the
European Society of Cardiology, the American Heasssociation,
and the American College of Cardiology // Circutati — 83(4). —
Pp. 1481 — 1488.

2. Libina D.V.Analysis of heart signals by Z lead to detect high
frequency components [Electronical Resource] // cProf VI
6 % ! : , 2022
URL: https://www.elibrary.ru/item.asp?id=50216899.

3. Mukhametzyanov, O.A., Libina, D.V., Shcherbakda,, Se-
dov, S.SAnalysis of electrocardiosignals by Z lead on pres of low-
amplitude high-frequency components [Electronicak&urce] // Proc.
of 2023 Systems of Signals Generating and Proagssithe Field of
on Board Communications // IEEE.2023. URL: httpseéxplore.ieee.
org/document/10091980.

ANALYSIS OF THE BOUNDARY VALUES OF THE
PARAMETERS OF HIGH-FREQUENCY COMPONENTS
IN Z-LEAD SIGNALS

Libina D.V., Mukhametzyanov O.A.

(Kazan National Research Technical University

named after A.N. Tupolev-KAl)
The article analyzes threshold values of the parensief high-
frequency components in Z-lead signals.
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MULTICRITERIA PROBLEM OF CONVERGED HYBRID
COMMUNICATION NETWORKS OPTIMIZATION

Meshkov |.K., Bagmanov V.Kh., Gizatulin A.R., Suitav A.H.

(Ufa University of Science and Technology)
The paper proposes a solution to the problem ofticnitéria
optimization with conflicting objective functionsabed on the
Pareto method.
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DEVELOPMENT OF SOFTW ARE CODE FOR STUDYING
THE STRUCTURAL ORIENTATION OF ULTRATHIN
FIBERS

Baybikova L.A., Morozov M.V.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

The article discusses an algorithm in the form sbtiware code
for the study of the orientation of micro-accommima
structures on the images obtained from the scanalagtron
microscope. The method of processing images witfectd
located against a non-contrast background is pregen
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VIRTUALIZATION OF GRAPHICS PROCESSORS ON
CUSTOM GRAPHICS CARDS

Danilov D.S., Pape A.V., Stefanova I|.A.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)

The text describes GPU virtualization - a way ofual allocation
of GPU resources for simultaneous execution of regvasks.
The authors of the paper mention the use of GPWalirzation in
several IT areas such as information security, datence, etc.
The authors have implemented GPU virtualizatioracstandard
graphics card and created a game-streaming platfortast its
performance.
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1. Basu, K. et alArtificial Intelligence: How is It Changing
Medical Sciences and Its Future? // Indian J. Dewsm¥Volters Kluwer
— Medknow Publications. — 2020. — Vol. 659 -5. — P. 365.

2. Anaya-lsaza, A., Mera-Jiménez, L., Zequera-Dislz, An
overview of deep learning in medical imaging //dmhatics Med.
Unlocked. Elsevier. — 2021. — Vol. 26. — P. 100723.

INCREASING DATA SETS FOR TRAINING MEDICAL
DIAGNOSTIC ALGORITHMS

Sharipov D.R., Lopukhova E.A., Ibragimova R.R.
(Ufa University of Science and Technology)

In this article, we explore the application of gextive neural
networks to augment the volume of medical imagesiamprove
the overall performance of medical diagnostic gthars.
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1. Figovsky&., Nasyrov, |., Pashin, D., Khalitov, Z., Valeelaa,
Structure and Diffraction by Radial Cylindrical Gtgls // Two-
Dimensional Case. Scientific Israel - Technologiéal-vantages. —
Vol. 14 1. - 2012. — Pp. 79 — 86.

2. Figovsky, O., Pashin, D., Khalitov, Z., Semettvl he distri-
bution of short-wave radiation in an internal hofenanotube // Chem-
istry & Chemical Technology. — Vol. 6, 3. — 2012Pp. 257 — 262.

A PRINCIPLED APPROACH TO THE DEVELOPMENT
OF 3D NANOELECTRONICS BASED ON RADIAL
CYLINDRICAL STRUCTURES

Khalitov Z.Ya., Valeeva D.N., Faizullin R.R., Odistv V.L.

(Kazan National Research Technical University neaker
A.N. Tupolev-KAI)

In the report, a new direction in nanoelectrongcdiscussed on a
fundamental basis, which opens up the possibilitycreating
three-dimensional integrated devices with high dpesnergy
efficiency and a large number of inter-element @mtions
through the use of optical intra-hardware interéadehe key base
cell for the construction of 3D nanoelectronics nedats is
represented by nanotubes, among which synthetidalrad
cylindrical structures stand out as allowing toaidta wide range
of electronic properties.
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WORKING WITH IPTABLES WITH VARIOUS LINUX
DISTRIBUTIONS

Limanova N.I., Tretyakov E.Yu.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

The report discusses application of iptables wtilitthe Russian
segment of Linux: Astra, REDOS, Alt, ROSA, UBLinuMost of

the basic functions of iptables are the same irh eaft the

presented Russian Linux distributions. However,heat them

has individual features that are described indhisle.
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PROBLEMS OF MODERN QS WITH EXPECTATIONS

Zakharova O.l., Kesya M.S.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

This paper describes the most common problemswaiting in
modern QSs. The topic of the report is relevantatbspheres of
human life where work with information is carriedto
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CONSEQUENCES OF A SHIFT BY TIME DISTRIBUTION
LAWS IN QS

Tarasov V.N., Bakhareva N.F.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

The report demonstrates that the shift of distidsutaws in the
QS by time reduces the coefficients of time intenand thereby
reduces the waiting time in the queue.
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DISCRETE-EVENT SIMULATION OF QS WITH TIME
SHIFT

Bakhareva N.F., Tarasov V.N., Kazachkov N.A.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)
The report demonstrates the results of discretatawedeling of
QS with a time shift, showing the reduction of pablistic-
temporal characteristics.
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1. Meleshin, Y.M.Application Of An Analog-to-Information
Converter In Multichannel Radio Systems / Y.M. Meilm, V.N. Kar-
pov, K.S. Lyalin et al. // IEEE Ural-Siberian Cordace on Biomedical
Engineering, Radioelectronics and Information Tetbgy
(USBEREIT). — 2023. — Pp. 143 — 146.

DEVELOPMENT OF A PROTOTYPE
OF ANALOG-TO- INFORMATION CONVERTER

Karpov V.N.
(National Research University of Electronic Teclugyl)

This paper presents the development of a protofypog-to-
information converter using commercially availaliecuits and
bench instrumentation.
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THE INCREASING SPECTRAL EFFICIENCY OF OFDM
SYSTEM SIGNALS IN DISPERSION CHANNEL

Slipenchuk K.S., Sazonov A.S.
(Povolzhskiy State University of Telecommunicat&ns
Informatics)

Research was conducted by statistical modeling atla¥, the
main purpose of research is to investigate noigetinity of the

increasing spectral efficiency of OFDM signal inspirsion
channel.

105



&2 621.396.67

& %
& (
) +
(
8
.84
|
!
I [1,2].
1.4
7 I
I
I
| OA)

106

%

%



% 3 , !

54 -
5 I 5 [3]. $ -
| ( % . % -
).
8$#8* H+ & (
1./ R /6.0.0 ,
#" JH.6. .= 18 -$ , 2002. — 260 c.
2.% ,1.0. 5 }
/0. . ! , <.9% .- : -
2006. — 288.
3.6 JHLL S , &, .2 -
!
4 3
4 Il #

.—2022. 91.- .1.-8.118-124.

APPLICATION OF STEGANOGRAPHY FOR THE
HIDDEN TRANSMISSION OF INFORMATION IN SOUND
STREAMS IN REAL TIME

Karaulova O.A., Shakurskiy M.V.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

The article is devoted to the protection of infotima using

steganalysis. As a result of the large use of voiessages over

an Internet connection, the issue of hiding usefidrmation in
real-time audio signals is being considered.
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1. Letaif K., Zhang W. Cooperative Communications for Cogni-
tive Radio Networks // Proceeding of the IEEE. -020- Vol. 97. —
9 5.-Pp. 878 —893.

2. Atapatty S., TellamburaCh., Jiang H. Spectrum Sensing via
Energy Detector in Low SNR // Proceeding on IEEtdnational Con-
ference on Communications. — 2011. DOI:10.1109/RDC1.5963316.

OPTIMAL THRESHOLD SOLUTION FOR A CHANNEL
WITH RAYLEIGH FADING

Stepanova N.V.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

Even a small error in noise power estimation resalsignificant
performance losses in a Rayleigh fading channehighway, it is
necessary to determine the best threshold valugsrébing. An

approximate value of the normalized desired parametas
found.
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1. Letaif K., Zhang W. Cooperative Communications for Cogni-
tive Radio Networks // Proceeding of the IEEE. -020- Vol. 97. —
9 .5.— Pp. 878 —893.

2. Atapatty S., TellamburaCh., Jiang H. Spectrum Sensing via
Energy Detector in Low SNR // Proceeding on IEEtrdnational Con-
ference on Communications. — 2011. DOI:10.1109/RDC1.5963316.

SOLUTION THRESHOLD OPTIMIZATION CRITERIA

Stepanova N.V.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

In the case where a system is replaced in whiclptimeary user
is changed or used, the power of the detectordd.uso operate
an energy detector with parameters that define ghitibtic

characteristics (user risk probability, false algrobability, and

miss target error probability) will be calculatetbrh precise
definitions of decision thresholds.
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FORMULA OF THE TOTAL VOLUME OF USEFUL
ELECTRIC POWER SUPPLY TO THE POPULATION

Korovkin G.Y., Konyaeva O.S.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

The article talks about the problem of forecastthg useful
supply of electricity for power supply companiegsdribes the
formula of the total useful supply of electricityrfthe population
and equivalent categories of consumers.
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QUANTUM COMPUTING AND ITS IMPACT
ON INFORMATION PROCESSING

Mirkhanova A.N., Komar K.O., Idiatullov Z.R.

(Kazan National Research Technical University

named after A.N. Tupolev-KAl)
This article discusses one of the most promisingasr of
information technology development - quantum cornmgutThe
basic principles of operation of quantum computettsir
difference from classical computing systems are crilesd.
Particular attention is paid to the prospects lfier application of
guantum computing in various fields of science &uthnology.
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I
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PyTorch.

DEVELOPING A MACHINE LEARNING SYSTEM WITH
THE PY TORCH LIBRARY

Bednyak S.G., Dedosha I.0.
(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

A general analysis of the results of the experisievds carried
out and conclusions were made about the applitabof

PyTorch in the development of machine learning esyst the
strengths and weaknesses of the library were lyigied.
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PREDICTION USING ARTIFICIAL INTELLIGENCE
TECHNOLOGIES

Bednyak S.G., Belousova E.A.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

Applied methods for forecasting trade demand tagease the
profits of enterprises and business development.
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PREDICTION OF FAILURES AND SERVICE WITH
PREDICTION IN APCS USING ARTIFICIAL
INTELLIGENCE TECHNOLOGIES

Bednyak S.G., Sidorova A.M.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

With the development of automation and artificiatelligence

(Al) technologies in the industry, the role of fictal intelligence

in improving predictive support and service in APGS
undoubted.
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MONITORING THE STATE OF EQUIPMENT USING
ARTIFICIAL INTELLIGENCE

Bednyak S.G., Sidorova A.M.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

Based on the analysis of data, the system createels of

equipment status. These models describe how thgreqnot

should operate under normal conditions, and whaseguences
may arise when approaching failure. The Al monitgrsystem
continuously compares the current state of thepegeint with the
created models. If signs are found that indicatdemal

problems, the system can generate alerts and &bertperators
or engineers to take measures to prevent failures.
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PERMUTATION DECODING IN WIRELESS SENSOR
NETWORKS

Shakhtanov S.V.

(Nizhny Novgorod State University of Engineering an

Economics)
The article provides an analysis of the method efutation
decoding (PD) of data from the point of view of miizing the
time costs of its implementation while simultandgueschieving
the maximum energy gain of the code (ESG).
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METHOD OF SENSORY DIAGNOSTICS
OF COHERENCE BAND IN BROADBAND RADIO
COMMUNICATION CHANNELS

Ryabova N.V., Kislitsin A.A., Chernov A.A., Kislitea M.A.,
Ivanova N.V.

(Volga State University of Technology)

The task at hand involves developing a suite o§@ediagnostic
tools for the coherence band, utilizing data froasgive radio
sensors that rely on signals from navigation stdsll
Experimental validation of this proposed approads Heen
conducted. The highest achievable bandwidth isutiitaadaptive
inverse filtering, employing intelligent methodoieg, resulting
in a bandwidth of up to 20-25%.
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RESEARCH OF THE NEURAL NETWORK
OF LSTM TYPE FOR PREDICTING TEC
OF A TRANSIONOSPHERIC RADIO CHANNEL

Elchaninova A.S., Konkin N.A., Chernov A.A.
(Volga State University of Technology)

I



Prediction of the total electron (TEC) plays an aripnt role in
diagnosing the system characteristics of a radamél. In order

to improve the forecasting accuracy, the problemstoidying
LSTM neural network models was considered. It was
experimentally, established that the model corredpg to the
second architecture at 20 epochs and the modedsgnding to
the third architecture at 100 epochs has the ggeateuracy.
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1. Breidhardt, G. et al.Standards for Analysis of Ventricular
Late Potentials Using High-Resolution or Signal-raged Electrocar-
diography // A Statement by a Task Force Committethe European
Society of Cardiology, the American Heart Assooafiand the Ameri-
can College of Cardiology, Circulation, 1991. 83(4Pp. 1481 — 1488.

2. Mukhametzyanov, O.ANew parameter to Detect Low-
Amplitude High-Frequency Elements in Heart Signgt$ectronical
Resource] // Proc. of 2023 Systems of Signal Syordhation, Generat-
ing and Processing in Telecommunications (SYNCHREDIN IEEE.
2023. DOI: 10.1109/SYNCHROINFO57872.2023.10178678.

3. Physiobank ATM: PTB Diagnostic ECG Database dp}b
[Electronical Resource]. URL: https://archive.ployset.org/cgi-bin/
atm/ATM?database=ptbdb( 4 :10.10.2023).

TRAPEZOIDAL INTEGRATION AS ATOOL TO DETECT
HEART’'S VENTRICULAR LATE POTENTILAS

Mukhametzyanov O.A., Sedov S.S., Chukhanova S.R.,
Veselova A.A.
(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

This article is dedicated to analysis of electrdazsignals to
detect ventricular late potentials’ presence. Thwés value of
designed parameter was determined.
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1. Breidhardt, G. et al.Standards for Analysis of Ventricular
Late Potentials Using High-Resolution or Signal-raged Electrocar-
diography // A Statement by a Task Force Committiethe European
Society of Cardiology, the American Heart Assooiatiand the American
College of Cardiology, Circulation, 1991. — Vol.83(— Pp. 1481 — 1488.

2. Mukhametzyanov, O.ANew parameter to Detect Low-
Amplitude High-Frequency Elements in Heart Signgi$ectronical
Resource] // Proc. of 2023 Systems of Signal Syrthation, Generat-
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ing and Processing in Telecommunications (SYNCHREDIN IEEE. —
2023. DOI: 10.1109/SYNCHROINFO57872.2023.10178678

PERFORMANCE'S COMPARISON OF VENTRICULAR
LATE POTENTIALS' DETECTION ALGORITHMS

Chukhanova S.R., Veselova A.A., Mukhametzyanov O.A.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

This article is dedicated to comparison of perfaro@between
two ventricular late potentials’ detection methodéth standard
parameters and with trapezoidal integration.
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1. ) L9 . , % -

: ( , ). I/ 6 & * .
1 .—2018.9 4(30).-C. 66— 74.
URL: http://www.info-secur.ru/is_30/is418_66-74.pdf 4 -

: 04/09/2023).

2. National Institute of Standards and Technolofyafmework
for Improving Critical Infrastructure Cybersecutityersion 1.1 April
16, 2018. URL: https://mwww.nist.gov/publicationstinework-improving-

critical-infrastructure-cybersecurity-version-11  ( 4
01.09.2023).
3.8 IEC 62443. URL: https://www.isa.org/ (-
4 :01.09.2023).

DETECTING ATTACKS IN INDUSTRIAL CONTROL
SYSTEMS USING MICRO DISTORTIONS

Sorokin I.A.

(Nizhny Novgorod State University of Engineering an

Economics)
For industrial control systems (ICS), many existiagcurity
solutions focus on detecting attacks only when tbayse the
system to behave abnormally. Instead, in this waekexplore the
capabilities of detecting attackers who are stillhie hiding stage.
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BLOCKCHEAK AND CRYPTOCODE METHOD
OF DATA PROTECTION IN INFORMATION
TRANSMISSION SYSTEMS

Romanov P.N.

(Nizhny Novgorod State University of Engineering an

Economics)

The article analyzes the use of cryptographic gatdection in
blockchain technology. Such systems are very reliator
creating a distributed key registry. Each netwoaktipipant can
have its own unique cryptographic key pair. In fyvablic keys
can be registered and verified on the blockchahis &llows for
authentication and secure data transfer betweemmooination
participants.

I



&2 621.391

()

) % %
*)
%
3 |
' 5
!
!
I I
% %
!
, !
%
-5
6
.$
¢* )
%

& %
%

%

I' 5
(%$2) [1, 2]. 2
4
!
I
54
%
/3

%

. 1.6

%

1Y/

141



1"# $ %

. 1.2
m- m-
8eHe*  #+ &(
1. ( L %: .,/ L% , #.6
, ..8 !
! ! I
.—2020.-9 2 (60). -8. 82 — 89.
2./ oL
! 54 / . .0 —&

:&0& ,2010. - 379.

COMBINATORICS OF ORBIT CONSTRUCTION IN THE
PERMUTATION DECODING SYSTEM

Brynza A.A.
(Ulyanovsk State Technical University)

The study aims to create a cognitive map of blasttundant
codes of different lengths by using a program tarcte for
symbol permutations, assess their effectiveness, datermine
the orbital properties of the decoder's cognitivamm
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1. Brockard, E.Getting Started with TSN — An Overview //
J. Swanson, Ethernet Time-Sensitive Networking fantomotive
ADAS Applications.

VLAN WITH DETERMINISTIC DELAYS

Likhtzinder B.Ya., Zarbeev T.R.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

The advantage is that achieving guaranteed latendthernet
networks is possible without the need to add aokakti hardware.

144



&2 621.317

) %% () )
% *) % ) % (
, & ( & )
.., 0)
($+ ) )
% -5 )
1.6 . !
% + 3
% 3 %
| |
) H % -
45 % ! ($$> ). $> -
3 ! , i
5 . $%5>
- 3 1
8 % -3 3
| | I I I
15 . $
! %
$> . # | $$>
% 1.
2.* I .6 4
38 X, Y Z[2.6
4 1 163.
I | 5 !
$ [1] $$> % 20 $
% ! ! $$> ! 27.
$! 8 ! 5 $$>
[1] ! % !

145



%

3.7 5! .8 %
$$> . %! 5 I -
! ! $$> . 6 !

ggHs* #+ &(

1. Breithardt, G. et alStandards for analysis of ventricular late
potentials using high-resolution or signal-averagbattrocardiography
/l Circulation. — 1991. — Vol. 83.9-. 4. — Pp. 1481 — 1488.
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3. Physiobank ATM: PTB Diagnostic ECG Database dpjb
[Electronical Resource]. URL: https://archive.ployset.org/cgi-
bin/fatm/ATM?database=ptbdb ( 4 : 25.09.2023).

DEVELOPMENT OF RESEARCH IN HEART SIGNALS
SMOOTHING’S INFLUENCE ON EVALUATION OF LOW
AMPLITUDE POTENTIALS

Gilyazov A.R., Mukhametzyanov O.A.

(Kazan National Research Technical University

named after A.N. Tupolev-KAl)
This article presents influence of smoothing tharheignals on
ventricular late potentials’ (VLPs) evaluation. Aam of VLPs is
increased.
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COMPARATIVE ANALYSIS OF POSITIONS IN STUDENT
AND PROFESSIONAL BASKETBALL

Ozarzhitsky K.D., Skokova A.A.

(Volga Region State University of Physical Culti®pprts and
Tourism)

The purpose of this study is a comparative anabyfstke playing
activities of basketball players of different pasit in the student
and professional leagues. It is shown that studeammns have
problems with the implementation of game tasks diferent
positions. Players' statistics on important indicatdo not reflect
their competitive tasks.
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1. lvanov, V.V. et alEfficiency Evaluation of Group Signals
Transformation for Wireless Communication in V2Xsg&ms // 2022
Ural-Siberian Conference on Biomedical EngineerRgdioelectronics
and Information Technology (USBEREIT). YekaterinfpurRussian
Federation: IEEE. — 2022. — Pp. 167 — 170.

2. lvanov, V.V. et alCoordinated Group Codec for Systems with
Highly Correlated Signals on the ESP32 Microcotérol/ 2023 IEEE
Ural-Siberian Conference on Biomedical EngineeriRgdioelectronics
and Information Technology (USBEREIT). — 2023. = Pp4 — 177.

3. Jena Climate Dataset | ]- URL: https://www.
kaggle.com/datasets/mnassrib/jena-clima2e ( 4 . 14.10.
2023).

NON-STATIONARY COORDINATED GROUP CODEC
USING NEURAL NETWORKS

Goryachev M.A., Lopukhova E.A., Voronkov G.S.,
Kuznetsov I.V.

(Ufa University of Science and Technology)

The work is devoted to the evaluation of the useaafeural
network as an extrapolator when reducing the dyoaamge of
signals transmitted to the communication channektofding to
the results of the work, the range of values desa@dy 50%.
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ASSESSMENT OF FOOTBALL PLAYERS' FUNCTIONAL
READINESS BASED ON GPS TRACKING DATA

Fatkullin I.I., Miftakhov R.F., Galyautdinov M.1.

(Volga Region State University of Physical Culti®pprts and
Tourism)

In high-performance sports, various technical iraimns are
used, such as trackers, sensors, statistical piafoand video
analysis software. This article explores a GP<ingcsystem for
players that can provide data on an athlete's ifumal readiness.
The advanced fitness statistics obtained help atelyrcalculate
the load in the training process and also monita player's
functional readiness.
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THE USE OF INFORMATION TECHNOLOGY
IN THE CREATION AND PROCESSING OF DIFFERENT
TYPES OF REPORTS OF FOOTBALL TEAMS

Utkulbaev A.Yu., Galyautdinov M.1.

(Volga Region State University of Physical Culti@pprts and
Tourism)

The article discusses various forms of reportingiiafessional
teams. Examples of these reports are given andtbayet and
process them is explained. The emphasis is on tapbor
indicators that are taken into account by the cimactstaff.

Explains how modern technologies are used whilekingrwith
reports.
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COMBINATORICS OF THE ORBITAL
REPRESENTATION OF CODE VECTORS

Attaby A.L.
(Ulyanovsk State Technical University)

Based on the provisions of the algebraic theorgrafups and
rings, the pattern of changes in the structurenefaheck matrix
Hec EC relative to a similar matrix of the original im&ode G is
revealed. A conclusion is made about the strictesprondence of
the performed permutations of the code vector natoes to the
linear transformations of pre-calculated refereclveck matrices,
which are included in the structure of the genagathatrices of
the EC.
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INVESTIGATION OF TIME DELAYS DURING
TRANSMISSION VIA THE HTTP PROTOCOL
IN INTERNET OF THINGS SYSTEMS

Egorov G.I., Denisov E.S.
(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

This article analyzes the time delays that occuinduthe data
exchange of IoT devices, which can negatively affédte
operation of the entire system.
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1. Wojcicki, K. et allnternet of Things in Industry: Research Pro-
filing, Application, Challenges and Opportunitié€€hergies. — 2022. —
Vol. 15. -9 5. - P. 1806.

2. lvanov, V.V. et alEfficiency Evaluation of Group Signals
Transformation for Wireless Communication in V2Xs&ms // 2022
Ural-Siberian Conference on Biomedical EngineerRRgdioelectronics
and Information Technology (USBEREIT). YekaterinfpurRussian
Federation: IEEE, — 2022. — Pp. 167 — 170.

3. Zhang, F. et alAn Improved Fault Diagnosis Approach for
Pumps Based on Neural Networks with Improved AdapActivation
Function // Processes. — 2023. -11. -9 . 9. —-8. 2540.

COORDINATED DPCM CONVERTER USING
A NON-LINEAR SIGNAL LIMITER

Ivanov V.V., Kuznetsov I.V.
(Ufa University of Science and Technology)

This work proposes the use of amplitude limitation the
dynamic part of coordinated signal transformati€@®ST) to
address the overshoot effect in data conversionsutjgests
adding a non-linear element with a limiting functicsuch as a
sigmoid or a linear function, to restrict the sigaathe output of
the dynamic element. The mathematical model of28& system
with amplitude limitation is described by a diagbmaatrix
transfer function, and the synthesis task invol¥etermining the
characteristics of the limiters to ensure asymgptsttability.
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USING THE METHOD OF ERROR COFFICIENTS IN
LINEAR COORDINATED DPCM TRANSFORMATIONS

Ivanov V.V., Lopukhova E.A., Kuznetsov I.V.
(Ufa University of Science and Technology)

This study focuses on the Coordinated Signal Toansér, with
particular emphasis on the static accuracy of imaut-stationary
signal processing.
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LINEAR EQUATIONS SYSTEMS SOLVING SOFTWARE
TOOL, DEVELOPED BY METHOD OF PASCAL CODE
INTERPRETATION IN THE GNU OCTAVE (MATLAB)

FOR TRAINING TASKS RELATED TO CODE
INTERPRETATION

Evlampiev N.Yu., Fatykhov M.M.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

The article presents the linear equations systetring software
development. The development is based on the hettpn
procedure. This work is necessary for PASCAL andTYAB
learning purposes, as well as the development t&fréntive
applications.
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TWO PARTICLES INTERATOMIC INTERACTION
CALCULATION EDUCATIONAL LABORATORY
SIMULATION BENCH DEVELOPED IN MATLAB

LANGUAGE

Soloviev E.A., Fatykhov M.M.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

The work presents an educational laboratory sinardiench.
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GNU OCTAVE (MATLAB) ENVIRONMENT DEVELOPED
TOOL FOR ARBITRARY FUNCTIONS GRAPHING
CONSTRUCTION AS A SUPPLEMENT FOR
LABORATORY TRAINING SIMULATION BENCH,
OR FOR HIGHLY SPECIALIZED CAD SYSTEMS

Kazantsev D.K., Zaripov R.F.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

The paper presents an arbitrary functions graphstagcting tool
developing example as educational material.
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SIGNAL PROCESSING APPROACH ANALYSIS IN BOTH
GAUSSIAN AND NON-GAUSSIAN CHANNELS FROM
MATHEMATICAL AND STATISTICAL VIEWPOINTS

Sultanov T.P., Faizullin R.R.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

This article seeks answers to the two question® fitst is
necessity of pulse signal processing modeling leeforal stage
harmonic form processing study since it is simpleom a
mathematical point of view. The second is Gaussiad non-

Gaussian channel model effectiveness for wireleggabk
detection.
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1. Trentesaux, D. et allhe Autonomous Train // in IEEE 2018
13th Annual Conference on System of Systems EngneéSoSE). —
2018. — Pp. 514 - 520.

20 (.., 9 1 !
Il .—2018.— . 16.-9 2
(75). —8. 138 — 145.
3.+ . %, 9 , 1.8 -
! N % -
% 3 . — 2012, —

9 6.-8.107 - 109.

4. Barr, M. Real men program in C // Embedded systems design.
—-2009.—-.22.-9 7.-P. 3.

TRANSPORT CYBERPHYSICAL SYSTEMS IN
MANAGEMENT

Nigmatov A.Kh., Karlovsky A.P.

(Kazan National Research Technical University namauieer

A.N. Tupolev-KAI)

Transportation plays a crucial role in facilitatimgobility and
driving economic development in our contemporaryrleko
However, the increasing requirements for efficiergafety, and
sustainability of transport systems present chg#en that
necessitate fresh perspectives and creative sodutim recent
times, cyber-physical systems (CPS) have garneigrfisant
attention in the realm of transport managementyigihag novel
avenues for process optimization and automation.
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1. Lee, E.A.The past, present and future of cyber-physical sys
tems: a focus on models. Sensors (Basel). 201526¢1%5(3):4837-69.
doi: 10.3390/s150304837. PMID: 25730486; PMCID: RMB85108.

2. Jung-Sup UmDrones as Cyber-Physicals Systems. Concepts
and Applications for the Fourth Industrial Revatuti 2019. Hardcover
ISBN: 978-981-13-3740-6.

D2D -
% LTE /" ! - 85 0%& . # -
& .—2018. - . 11. -9 2. -

C.19-34. DOI:10.18721/JCSTCS.11202

4. Sée, Joonas & Wiren, Richard & Kauppi, Juham&attanen,
Helka-Liina & Torsner, Johan & Valkama, Mikko. (Z)1 Public
LTE Network Measurements with Drones in Rural Eomment.
1-5. 10.1109/VTCSpring.2019.8746290.

THE USE UAVS FOR THE SEGMENT OF THE CYBER-
PHYSICAL SYSTEM “SAFE CITY”

Zolin M.N., Karlovskiy A.P.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

In this paper, we consider the specific examplesghef use of
UAVSs, a possible options for building a system mteraction of
UAVs connected to LTE networks.
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$ 54 . 8 45
NiIRFSG Initialize niRFSG.2 -
niRFSG Configure Generation Mode -
4 ! 1 niRFSG Configure RF
! ! . 6 niRSFG
Configure Ref Clock 5 3 -
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.1 niRSFG Configure Digital
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niRFSG Configure Output Enabled,5! 54 5
1 niRFSG Close niRFSG
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.1 SMT Spectrum Unit Conversion -
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1. Theoharis, P.I. et alSoftware-Defined Radios for CubeSat
Applications: A Brief Review and Methodology // IEE]. Miniaturiza-
tion Air Space Syst. — 2021. — Vol. 29-1. — Pp. 10 - 16.

2. Kodosky, JLabVIEW // Proc. ACM Program. Lang. 2020. —
Vol. 4. -9 HOPL. - Pp. 1-54.

3. Sivaranjani, S. et alVisualization of virtual environment
through labVIEW platform // Mater. Today Proc. -220— Vol. 45. —
Pp. 2306 — 2312.
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456 c.

SOFTWARE-DEFINED TRANSCEIVER USING LABVIEW
ENVIRONMENT

Antipova V.E., Voronkov G.S.
(Ufa University of Science and Technology)

The work discusses the design of laboratory so@évasfined
transceiver for OOK and FSK modulation types wité &ability to
switch from PRBS to a user-specified bit sequence.
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Zabbix [1],
54 % ! -
1 5 ICMP-
! % o4 -
4
.1
3 $0& # .
!
.6 ! , -
I 5 0
.1 https://www.psuti.ru/
8$#8* Ht+ & (
1. Zabbix | . — % . https://
www.zabbix.com/ru, -7 . 3
MONITORING USING SPECIALIZED ZABBIX
SOFTWARE

Golubnichaya E.Yu., Denesyuk N.I.

(Povolzhskiy State University of Telecommunicat&&ns

Informatics)
The paper deals with issues related to network tmong using
specialized software.
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B ! /6. . ,
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MATHEMATICAL MODEL OF A CABLE SYSTEM
WITH A COMPLEX INSTALING CONFIGURATION
IN HETEROGENEOUS GROUND

Gavryushin S.A., Popov V.B.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

The paper presents methods for modeling a cabteraywith a
complex installing configuration taking into accolmeterogeneity
ground in COMSOL Multiphysics® software.
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1. Naik, G.R.Blind Source Separation: Advances in Theory, Al-
gorithms and Applications / G.R. Naik; editors GMNuaik, W. Wang. —
Berlin, Heidelberg: Springer Berlin Heidelberg, 201

2. Novey, M., Adali, TOn Extending the Complex FastlICA
Algorithm to Noncircular Sources // IEEE Trans. r&ifjProcess. 2008.
—Vol. 56. 9 5. - Pp. 2148 — 2154.

I -
# .—2023.-9 129.-DOI: 10.34759/trd-2023-129-17
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") .—2019. - .57.-9 5.-8. 339 — 346.

5. Belouchrani, A. at alA blind source separation technique us-
ing second-order statistics // |IEEE Trans. Signac€ss. — 1997. —
Vol. 45. -9 2. —Pp. 434 — 444,

SPECIAL ASPECTS OF USING BLIND SIGNAL
SEPARATION ALGORITHMS TO INCREASE THE NOISE
IMMUNITY OF SPACE COMMUNICATION SYSTEMS

Tyapkin P.S., Vazhenin N.A., Plokhikh A.P.
(Moscow aviation institute)

The paper presents the results of a study of akgosi for blind

signal separation in communication channels withplaode,

frequency and phase shift keying of different levelAs

interference, along with thermal noise, pulsed algnwith

harmonic filling, linear frequency modulation, neike and with

characteristics similar to an information modulaséghal, as well
as interference, that caused by the operationatibeary plasma
thrusters (SPT) of spacecraft, were considered.mdael varied
the duty cycle values of pulse interference, tgeadito-noise and
interference-to-signal ratios, the number of sosircand the
magnitude of the interference frequency spacingtivg to the
signal carrier frequency.
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F5G ADVANCED NETWORKS

Roslyakov A.V.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

It is proposed a brief overview of the basic dii@ts for the
development of F5G Advanced networks.
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DEVICE FOR AUTOMATIC NOTIFICATION OF THE
END OF WORK OF HOUSEHOLD APPLIANCES

Roslyakov A.V., Lazurchenko N.S., Sterlikov A.D.,
Chemnakov A.S.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)
It is proposed the device for automatic notificatiaf the end of
work of household appliances based on a wirelesart’sset-top box.
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INTERNET OF THINGS PLATFORM FOR “SMART”
SET-TOP-BOX FOR HOUSEHOLD APPLIANCES

Roslyakov A.V., Efremov D.A.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)

The report presents the Internet of things platftonismart” set-
top-box for household appliances.
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DELAY ANALYSIS IN THE FRONTHAUL SEGMENT
BASED ON TSN NETWORK

Roslyakov A.V., Gerasimov V.V., Frantsuzova V.V.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)
The report proposes using the Network Calculus emadtical
apparatus to determine the upper bounds of delays TSN-
based Fronthaul segment 5G networks.
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APPLICATION OF DWDM MULTIPLEXING
TECHNOLOGY IN INFOCOMMUNICATION
NETWORKS

Plotnikov D.S., Sharov M.V.
(Ural State University of Railway Transport)

This article describes the technology of informaticansmission
via fiber -optic communication lines, as well asschibes the
main multiplexing technologies for channel compatti
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APPLICATION OF INFO-COMMUNICATION
TECHNOLOGIES IN THE STUDY OF INTEGRATED
LOGISTICS SYSTEMS OF ENTERPRISES

Lazukov V.V., Sannikov V.A.
(Ural State University of Railway Transport)

The article discusses the impact of infocommunicetion the
analysis of integrated logistics systems in anrenitee.
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2 5 !
! Arduino Uno %

Instructables Arduino$ % -

Tinkercad Circuits 3

! Arduino , %
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$ 5l USB- 5 -
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RESEARCH OF THE INTERNET OF THINGS USING
THE TINKERCAD PROGRAM

Gasanov R.R., Glushak E.V.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

In this paper, a study of the functioning of thd@ lis carried out
using the example of a RIP motion sensor in a ragimg
Arduino. By default, the sensor reports a low signeads the
amount of ambient infrared light penetrating, anent triggers a
high signal for a certain period of time when thght levels
change, indicating movement. He can tell if therenbvement in
the room, but cannot determine the distance. Thidehcan be
used to carry out laboratory work in the discipfingf PSUTI
related to design and modeling.
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2. RebouhD., Djebbar A.B. and Besseghig. Blind joint CFO
and STO estimation for FBMC/OQAM systems // IEEEn@aunica-
tions Letters. DOI: 10.1109/LCOMM.2023.3293392, 202

3. Sarowa S., KumarN. and AgrawalS."Performance Analysis
of CP-Reuse based Estimation Technique for High iNtgbNode,"
2018 International Conference on Recent Innovation<€lectrical,
Electronics & Communication Engineering (ICRIEECBhubaneswar,
India, 2018. — Pp. 1848 — 1852.

4. Cho, Y.S., Kim, J., Yang, W.Y., & Kang, QZ»10). MIMO-
OFDM Wireless Communications with MATLAB.

CARRIER FREQUENCY OFFSET ESTIMATION AND
COMPENSTATION IN THE CONDITIONS OF THE
SATELLITE-EARTH CHANNEL FOR LOW-ORBIT

SYSTEMS

Salnikov R.O., Meshkov I.K., Gizatulin A.R., Kharka A.A.,
Sultanov A.H., Timofeev A.L., Meshkova A.G.

(Ufa University of Science and Technology)

The paper considers the possibility of estimatingd a
compensating carrier frequency offset in systemsh whe
technology of processing useful data UW-OFDM/ZT-Q#&and
UW-DFT-s-OFDM/ZT-DFT-s-OFDM, when they are used in
low-orbit systems of space segments of 5G and G@ergent
communication networks.
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A METHOD FOR REDUCING PAPR UNDER THE
INFLUENCE OF THE DOPPLER EFFECT WHEN
TRANSMITTING DATA FROM LOW -ORBIT
SATELLITES

Salnikov R.O., Meshkov |.K., Gizatulin A.R., Kharka A.A.,
Sultanov A.Kh., Timofeev A.L., Meshkova A.G.

(Ufa University of Science and Technology)

The paper considers a way to reduce the PAPR ciaffiof the

emitted signal of various signal processing tecbgiels based on
OFDM and DFT-s-OFDM and their hybrid variations andhe

influence of a significant Doppler shift in the cimels of the
satellite channel of low-orbit communication system
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BIT ERROR OCCURRENCE UNDER THE INFLUENCE

OF DOPPLER EFFECT DURING DATA TRANSMISSION

IN LOW -ORBIT SATELLITE SYSTEMS PROBABILITY
CALCULATION

Salnikov R.O., Meshkov I.K., Gizatulin A.R., Vinogdova I.L.,
Meshkova A.G.

(Ufa University of Science and Technology)

This paper consists of calculations of the prolitgiolf a bit error
for various signal processing technologies base®BbBM and
DFT-s-OFDM, as well as their hybrid variations, the subject
of their ability to counteract the influence ofigrsficant Doppler
shift in the satellite-Earth, Earth-Satellite chalsnfor low-orbit
systems.
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SMT/OM (Satisfiability
Modulo Theories/Optimization Modulo Theories),
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.—2021.-.19.-9 2.-8.187 - 201.
TRAFFIC RESTRICTIONS ON THE TSN NETWORK

Roslyakov A.V., Gerasimov V.V.

(Povolzhskiy State University of Telecommunicat&&ns

Informatics)
The report presents an approach to synthesizing m&Mork

schedules as a system of constraints expressadythfwst-order
array theory.
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SEMANTIC ANNOTATION FOR INTERNET OF THINGS
CONTENT AND TRAFFIC CONTROL

Grebeshkov A.Y.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

Semantic annotation provides a high-level desaniptif loT data
and describes the context of the collected IoT ,dathich
generally provides efficient data analysis and suigpintelligent
queries for searching of the required informaticor floT
applications. This allows making a contextualizetihdsets based

on the Big Data principle.

227



&2 004.03:621.391
&

«

%

% ;

228

»

54

%



w &

% o , -
% 3 % 54 ! -
! 3% |,
| % | -
L2 -
5 3 -
, 54 4
6 % , ]
54
: %
, 5 -
! .
5
% % % -
5 !
% , , , !
% 5

COGNITIVE BUILDING CONCEPTION

Grebeshkov A.Y., Sokolova S.A.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

Cognitive building is a result of conceptual evaatof the smart
home system architecture based on the Internethofgs. The
key features of cognitive building are active adéiph, self-
learning, autonomic through of operational instyariinter-
objects communication, synergy of complex smartesys inside
building.
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THE LATEST INFO COMMUNICATION

TECHNOLOGIES IN SERVER EQUIPMENT

Andreev M.D., Stefanova |.A.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)

The development of IT-technologies in server eq&pmis
analyzed and it is proposed to use artificial ligehce to protect

information.
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Matter, Project CHIP (Connected Home
over IP), loT, -
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COMPARISON OF IOT PROTOCOLS: ZIGBEE, MQTT,
BLUETOOTH LE, AND MATTER

Bazhenov A.E., Malakhov S.V.

(Povolzhskiy State University of Telecommunicat&&ns

Informatics)
Internet of Things (loT) is becoming an increagjnigkegral part
of our modern lives, enabling the connection oficesy and the
transmission of data in real-time. Various protscale needed to
ensure effective communication in 0T networks.this article,
we will examine and compare four widely used loDtpcols:
ZigBee, MQTT, Bluetooth Low Energy (LE), and Matter
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ANALYSIS OF THE USE OF OPPORTUNITIES Al
IN INFOCOMMUNICATIONS

Sutyagina L.N.

(Povolzhskiy State University of Telecommunicat&&ns

Informatics)
The main reasons for the active introduction oftéd¢hnologies
by infocommunication companies are listed. Seweiralctions of
their use are highlighted. Several examples oftmalcuse of Al
by mobile operators are given.
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ANOMALY DETECTION METHODS OF COMPUTE
NETWORK TRAFFIC

Troshin A.V., Manenkov M.O.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

Anomaly detection methods of computer network kraffan

recognise a lot of network attacks and equipmehtrés. That is
extremely beneficial for proactive prevention of nquuter

network outages. Traffic of a computer network barexpressed
as a time series of events. In this work we dissosse anomaly
detection methods of computer network traffic basedtime

series analyses.
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ADVANTAGES OF MOBILE CORPORATE PRIVATE
NETWORKS FOR BUSINESS

Marykova L.A.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

The Mobile Corporate Private Networks provide bash

customers and their devices with seamless, secgess to their
enterprise network.
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CITY-OWNED PRIVATE 5G NETWORKS

Marykova L.A.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

City-owned private 5G network, by providing new\sees, allow

the city turn its physical assets into digital asftructure and
move towards the concept of a smart city.
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FRAUD DETECTION AND FRAUD ANALYSIS USING

244

MACHINE LEARNING

Zelenina E.A., Zakharova O.I.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

This article discusses the actual problem of frdatection and
fraud analysis using machine learning methods.d~raa serious
threat to various sectors, including finance, etmme and
network security. Due to the constant developmémneachnology
and an increasing number of available data, mackiaeing
methods are becoming a powerful tool to combatdfrau
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1. Speech Recognition for Learning // Reading RtcKeRL:
https://www.readingrockets.org/topics/assistiveatemlogy/articles/
speech-recognition-learning ( 4 :17.09.2023).

2. Toward speech recognition for uncommon spokeguages //
MIT News Office URL: https://news.mit.edu/2021/splkaecognition-
uncommon-languages-1104 (4 :17.09.2023).

3. How Al can improve products for people with iritpd speech
/I Google Blog URL: https://blog.google/outreachtiatives
laccessibility/impaired-speech-recognition/ ( 4 : 17.09.
2023).

4. Artificial Intelligence and Privacy — issues acldallenges //
Office of the Victorian Information Commissioner URhttps://ovic.
vic.gov.au/privacy/resources-for-organisationsfiaitil-intelligence-
and-privacy-issues-and-challenges/ (4 :17.09.2023).

SPEECH RECOGNITION TECHNOLOGIES BASED
ON ARTIFICIAL INTELLIGENCE AS A TOOL
FOR DEVELOPING COMMUNICATION SKILLS
AND PUBLIC SPEAKING

Osipova A.A., Zakharova O.I.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

Within the framework of this article, artificial tielligence is
considered as the main tool for developing commatino and
public speaking skills. One of the ways to use thsno help
reduce anxiety during public speaking and increheespeaker’s
self-confidence when training speech skills.
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/I Skillbox URL: https://skillbox.ru/media/markety/
iskusstvennyy-intellekt-v-marketinge-gde-ego-ispglz-i-kak-vnedrit-
uzhe-zavtra.
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AI-ADVERTISING: CREATION OF TRENDING
ADVERTISING BASED ON USER PREFERENCES

Kopylova D.A., Zakharova O.l.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

In the article, the authors consider the issue efetbping an
intelligent system for creating trend advertisingking into

account user preferences. Currently, in orderttactta customer
base and move to a personalized product offer, [dewents

related to artificial intelligence and taking intaccount
information about a potential buyer are of particuklevance. At
the same time, Al advertising differs from standardthods. It
uses analysis of large volumes of data and macld@aming

algorithms, which allows it to process huge amounfs
information and identify hidden patterns. The mgoal of Al

advertising is to create advertising that matchmes tastes and
interests of the target audience.
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ARTIFICIAL INTELLIGENCE IN THE OIL INDUSTRY:
A REVOLUTION IN EFFICIENCY AND SAFETY

Alikberova E.O., Tretyakov E.Y.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)

This article discusses artificial intelligence asm@ans of ensuring
safety in the oil industry. The benefits of usingtifizial
intelligence to obtain valuable information abce tharacteristics
of formations from the point of view of optimizindrilling and
production operations are noted. It is concludedt tthe
integration of artificial intelligence into the peteum industry is
changing traditional processes, resulting in inseeaefficiency,
safety and sustainability.
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SOFTWARE FOR GENERATING CONTROL SIGNALS
FOR MODIFYING INCOME IMAGES

Zakharova O.l., Vankova A.E., Mamonov S.G.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

As part of the ongoing research, software is beliengeloped for
generating control signals for modifying incomingaiges. The
main applied significance of this software is it for assessing
the condition of tree branches in the forest. Asll vas
modifications of incoming images when adding themn the
created data set. To implement the described dewaot, it is
necessary to prepare a data set of various classedry”
branches on which the developed neural networkheiltrained.
Further implementation of the entire project is ecged in the
form of the development of a robotic complex.
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DEVELOPMENT OF AN AUTOMATED SMART
GREENHOUSE

Zaharova O.l., Zagirova A.R.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)
The article discusses the development of an aussmainart
greenhouse and the technologies utilized in itatwe. This
research material provides an overview of conteamyomethods
and tools employed in building intelligent agriowt systems capable
of optimizing plant growth processes and increasiog yields.
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NEURAL NETWORK FOR CURSOR CONTROL
WITH A GLANCE

Zakharova O.l., Kritskova E.A.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

This article discusses the development of a nensélvork for

cursor control with a glance, describes the relegaand tasks for
the implementation of the project. The softwareposed for

development has a huge number of practical apitatStarting
from the rehabilitation of people with disabilitiesimplementation
in the gaming industry.
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DEVELOPING A CHATBOT THAT CONVERTS VOICE
MESSAGES INTO TEXT

Zakharova O.l., Safiullin B.M.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

The article discusses the development of chatbapahlle of
converting voice messages into text, and the tdobres used to
create them. This research material contains anvieve of

modern methods and tools used in creating chathatwwill help

process large amounts of data to extract textdiainmation. The
emphasis is placed on the relevance of the proptuged. And

options for its practical application.
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NETWORK SLICING IN 5G STANALONE NETWORKS

Marykov M.V., Roslyakov A.V.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

Network slicing in 5G SA networks is a network g that

provides possibility for virtualized networks to tkoon the same
physical network infrastructure.
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DEVELOPMENT OF A SYSTEM FOR ANALYSIS AND
PROCESSING OF TEXT DATA

Zakharova O.I.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)

The paper addresses the issue of developing ansykie
analyzing and processing text data. One of theestag this
development was a review of the subject and arehaa analysis
of a number of language models in Russian. Theltsesfitheir
practical application on real data are comparede Tork
provides an introduction to the topic, describirge tbasic
terminology, the main stages of development and gheeral
principles of operation of the algorithms. The talogies and
methods used that allow the integration of languagdels at the
project development stage are also described.
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1. Zoy Z., Jin Y., NevalainepP., Huan Y., HeikkonenJ., West-
erlund T. Edge and Fog Computing Enabled Al for loT-An Oveww//
IEEE International Conference on Artificial Intgiince Circuits and
Systems (AICAS), 2019. — Pp. 51 — 56.

2. Kartashevskijil., Osanoy V. Theoretical algorithm for traffic
decorrelation in Fog computing // IX Internatior@bnference on In-
formation Technology and Nanotechnology (ITNT),202P . 1 - 6.

METHOD FOR REDUCING DELAY IN WIRELESS
SENSOR NETWORKS

Osanov V.A., Kartashevskiy 1.V.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)
Traffic decorrelation methods based on Karhunenvkoe
decomposition, discrete cosine transform and wavedasform
are considered in fog computing.
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(s.0) ( Q) d ] q . i 2 :
1 2 (dh) (dy) (d(C)l) (d(C)z)

= pgdld(C)1+ plL- gddcy, k= @- p)adcy . @ pE @d ©2

Aoy -ds dicyz-dy L dep -d2 dicy2-d 2
k= Pgdld(c:)1+(1' PEAcy K = p(L- g¥d ), + @ pE 99 ¢y
> d-dcy dy-dcp ‘ d -d )2 dy-d )2

ggHs*  #+ &(
1. # , % ! -

: 8 ,1978. — 376.
2. Buranova, M.A., Kartashevskiy, @penFlow-based software-
defined networking queue model // DCCN 2021. Distted computer

and communication networks: control, computatiommmunications,
2021. — Pp. 275 — 280.

APPLICATION OF CUMULANTS FOR ANALYSIS OF QoS
PARAMETERS IN SDN

Buranova M.A., Kartashevskiy V.G.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)
Analytical expressions are obtained for assessimg fnain
parameters of traffic quality of service in SDN fiire G/G/1
system when processing correlated flows.
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1. ( JH..$ EM- -
3 -
/.1 , #.6. Il
! .—2021.—.7.-9 4.-8.10-17.
2.3 .. -
% !
Il'6 ,  .15.6! -

.—2010.—.34.9 2.-8.35-39.

USING THE EM ALGORITHM IN PROBLEMS
OF APPROXIMATION OF DISTRIBUTIONS WITH
"HEAVY" TAILS

Buranova M.A., Kartashevskiy V.G.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)
When solving the problem of approximation by a hype
exponential distribution of an arbitrary distritari the problem
of taking into account correlations arises. A pllsssolution to
this problem could be to use the EM algorithm usingnulants.
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Python,
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1% , 1. 6! !
, . : . .- : , 1979. — 600.
2. . , H. !
5 /6. .6 .-
2003. -512.

AN APPROACH TO SOLVING THE FLOW
OPTIMIZATION PROBLEM FOR NETWORKS USING
SDN

Kagirov I.I., Komissarov A.M.

(Ufa University of Science and Technology)
SDN networks. Centralized management of resouroesgs. The
problem of optimal flow distribution. Algorithm fofinding the
shortest path in a graph. Python language libraries
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1. What Is ClickHouse? // clickhouse URL: httpdi¢khouse.

com/docs/en/intro ( 4 : 9.10.2023).

2. hmmlearn/hmmlearn // GitHub URL: https://githedm/
hmmlearn/hmmlearn ( 4 : 9.10.2023).

3. Gaussian Mixture Model // URL: https://pyro.aéenples/
gmm.html ( 4 : 9.10.2023).

4. GitHub URL: https://github.com/tinkoff-ai/etna ( -
4 :9.10.2023).

5. GitHub URL: https://github.com/aimclub/FEDOT ( -
4 :9.10.2023).

SOFTWARE SYSTEM FOR RECORDING EMERGENCY
SITUATIONS IN COMMUNICATIONS

Fadeev V.A., Nadeev A.F.

(Kazan National Research Technical University
named after A.N. Tupolev—KAI)

This work describes a way the data collection sgstan be used

as an analytical tool with the possibility of protige alarm. The

possible software solutions are considered. Adgm#taand
disadvantages are discussed.
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1. ETSI GR NGP 008 V1.1.1 // ETSI, 2019. — 30 p.
2. [IEEE Std 802.1CM-2018 // IEEE, 2018. — 62 p.

STUDY DELAY BOUNDS IN 5G DETERMINISTIC
FRONTHAUL

Lysikov A.A.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)
The report discusses the problems and tasks ofistuthe delay
bounds of traffic data transmission in the 5G frad network.
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1. Lopukhova, E. et alUniversal Learning Approach of an Intel-
ligent Algorithm for Non-GNSS Assisted Beamsteerimgd/2] Systems
/I Information. — 2023. —. 14. -9 . 2. -8. 86.

2. Ojo, M.O. et al.A review of low-end, middle-end, and high-
end loT devices // IEEE Access. — 2018..-6. —8. 70528 — 70554.

3. Arduino Mega. https://docs.arduino.cc/hardwasgfaa2560/
( 4 10.10.2023).

REALISATION OF A HARDWARE-SOFTWARE
COMPLEX FOR ANTENNA ARRAY PATTERN
CONTROL BASED ON ARDUINO MEGA
MICROCONTROLLER

Gimranov R. ., Lopukhova E.A., lvanov V.V.
(Ufa University of Science and Technology)

This work focuses on the implementation of a soféAlzardware
complex for controlling the beamforming of an amanarray
using a microcontroller. The experimental platfoctmsen for
this study is the KEYESTUDIO Mega Plus 2560 micnuicoller,
which is similar to Arduino Mega 2560 and based the
ATmega2560 microchip. The experiment demonstrated the
output voltage and current of the microcontrollesrev sufficient
for controlling the phase shifter, and the measupthse
deviation corresponded to the calculated valuesidening the
error margin.
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THE ALGORITHM OF CLUSTERING FOR HANDOVER
EFFECTIVENESS IMPROVING

Ashaev I.P., Safiullin I.A., Gaysin A.K., NadeeviA,
Korobkov A.A.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

In this paper, the clustering algorithm for usersbitity
determining is proposed. Before clustering thedledscomposition
is used as a preprocessing step. The results rthgstean be used
for determining of the users mobility and optimiithe handover
algorithm in 5G networks.
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.—2020. -9 2(60). 8. 82 — 89.

USING LOW COMPLEXITY ALGORITHMS TO REDUCE
DATA TRANSMISSION TIME IN A SENSOR NETWORK

Chesnokov A.D.

(Nizhny Novgorod State University of Engineerind an
Economics)

The article presents a method for using low-comifyletgorithms

to reduce data transmission time in a sensor n&twoyr

optimizing compression, local aggregation and rgutf data, as

well as using efficient high-bandwidth synchroniaatprotocols.
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MONITORING USING REMOTE SERVICES
Zaharova O.l., Zaharov S.V., Lihinder B.Y.

%

I

(Povolzhskiy State University of Telecommunicat&ns

Informatics)

The use of online services by customers currentiyvides
enterprises with ample opportunities to collecttocoer data.

Customer monitoring identifies additional produatsd services
that may be offered to customers. Due to this,rpritees have the

opportunity to increase the profitability of seiwig each

customer for sales of cross-products.
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THE MULTILINEAR MODEL OF THE DATA IN
CONVERGENCE NETWORKS

Safiullin ILA., Gaysin A.K., Ashaev |.P., NadeevRA,
Korobkov A.A.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

Perspective communication systems are based on open
specifications and standards. Therefore, the éffawtss of these
networks can be improved using the obtained datan fthe
networks. The multi-linear model of these datarigppsed in this
paper. The proposed model is used for processimglitained
data from the Open Source simulator NS-3 in ordeddtermine

the users mobility. The results of processing thasdti-linear

data show good performance.
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54
STP/RSTP/MSTP, . . .
D-Link DES-3200-10,
« » 5!
I - . $ 3 -
, ! 54
STP 58%
( 30 ), RSTP — 4% (
2 ), MSTP — 2% ( 04)% -
! % 5 , ! -
STP 4 I'5
% 8 .
8%#8* H+ & (
1./ , . .3 % -
5 45
STP /I 62- ! ! -
.—8 # - $0&# , 2023.-8.229.

ESTIMATION OF CONVERGENCE TIME OF COVERING
TREE PROTOCOLS IN ETHERNET NETWORKS

Golubnichaya E.Yu., Grunina L. A.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)
The paper deals with issues related to the funiciipaf switched
computer networks based on the family of coverimget
protocols. By means of experimental research ies&blished
that the existing modifications of STP flow have shorter
convergence time.
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1. Sidiropoulos, N. , Giannakis, G., Bro, Bind PARAFAC re-
ceivers for DS-CDMA systems // IEEE Trans. Signadess. — 2000. —
Vol. 48. — Pp. 810 — 823.

2. De Lathauwer, L.; Castaing, J.ensor-based techniques for
the blind separation of DS-CDMA signals // Signabéessing. — 2007.
—Vol. 87. — Pp. 322 — 336.

3. Nion, D., De Lathauwer, LAn enhanced line search scheme
for complex-valued tensor decompositions. Applmain DS-CDMA //
Signal Processing. — 2008. — Vol. 88. — Pp. 7485: 7

4. de Almeida, A.L., Favier, G., Mota, J.C.NMonstrained tensor
modeling approach to blind multiple-antenna CDMAeawmes // IEEE
Transactions on Signal Processing. — 2008. — \Gok-%p. 2417 — 2428.

5. Cavalcante, I.V., de Almeida, A.L., Haardt, Baint channel
estimation for three-hop MIMO relaying systemsEEE Signal Proc-
essing Letters. — 2015. — Vol. 22. — Pp. 2430 4243

6. Gomes, P.R., de Almeida, A.L., da Costa, J.lHé&Sousa, R.T.
Joint DL and UL channel estimation for millimeteave MIMO sys-
tems using tensor modeling // Wireless Communioatiand Mobile
Computing. — 2019. — Pp. 1 - 13.

7. Ullah, R., Marwat, S.N.K., Ahmad, A.M., AhmedHafeez, A.,
Kamal, T., Tufail, MA machine learning approach for 5G SINR predic-
tion // Electronics. — 2020. — Vol. 9. 1660 p.

8. Bennis, M., Perlaza, S.NDecentralized cross-tier interference
mitigation in cognitive femtocell networks. In Pemdings of the 2011
/I IEEE international conference on communicatigl®3C). IEEE. —
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9. Zhao, X., Chen, Amproving UE SINR and networks energy
efficiency based on femtocell self-optimization abjbity // In Proceed-
ings of the 2014 IEEE Wireless Communications aetdrking Con-
ference Workshops (WCNCW). IEEE. — 2014. — Pp.4350.

10. Khalaf, G.A.F.M., Badr, H.ZA comprehensive approach to
vertical handoff in heterogeneous wireless netwdtiournal of King
Saud University-Computer and Information Scienee2013. — Vol. 25.
— Pp. 197 — 205.

11 Gannapathy, V.R., Nordin, R., Abu-Samah, A., AddauN.F.
Ismail, M. An Adaptive TTT Handover (ATH) Mechanism for Dual
Connectivity (5G mmWave-LTE Advanced) during Unpotable
Wireless Channel Behavior // Sensors. — 2023. — 22

TENSOR DECOMPOSITION METHODS AND SINR
ANALYSIS IN WIRELESS COMMUNICATIONS

Safiullin ILA., Gaysin A.K., Ashaev |.P., NadeevRA,
Korobkov A.A.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

With the development of wireless networks, the feob of
providing seamless communication for users becama® and
more urgent due to the decreasing size of mobils.&@ne way
to solve this problem is to determine the optimahdover
solution. In this case, tensor decompositions @nded as tools,
and signal-to-interference-plus-noise ratio (SINBh be used as
data for analysis.
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RESEARCH OF THE BLOCK AND INTERBLOCK DATA
INTERLEAVING WITH CODER HAMMING (7, 4)
FOR RADIO CHANNELS W ITH MEMORY

Diyazitdinov R.R., Boldirev N.A.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

The improving of the transmission quality by radimannels with
memory is an important task. The purpose of thekwsrthe
analysis of block and interblock interleaving witn coder
Hamming (7, 4). The results of the research are two
characteristics: the delay for making decision yopisol decoding
and the probability of error.
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THE MODEL OF 2X2 MIMO SYSTEM IN THE CHANNEL
WITH DISPERSION

Diyazitdinov R.R., Sizikov I.S.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)
MIMO systems are used for increasing the bandwafthadio
communication channels due to space-time coding fdio
channel links with intersymbol interference (radimannels with
dispersion). The simplest 2 MIMO system model in radio
channel with dispersion will allow testing the putial noise
immunity depending on the decoding algorithm.
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DEVELOPMENT AND AUTOMATION OF INTERNET
OF THINGS DEVICE VERIFICATION

Glushak E.V.
(Povolzhskiy State University of Telecommunicat&&ns

Informatics)

The development and automation of 0T device \@atfon is an
important step in ensuring the security of the imé¢ of Things
and protecting devices from cyber attacks. Thegwalijou to

track traffic passing through the device and demdpicious
activity. The development and automation of segwrification

of 0T devices is an important task that must bgesbto ensure
the security of the Internet of Things infrastruetulin the future,
it is planned to propose a program that checkseleerity of IoT

devices.
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MODELING OF 5G NETWORKS IN THE ANYLOGIC
PROGRAM

Glushak E.V.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

Traffic analysis allows you to determine which apgiions and
traffic will create the greatest load on the netw@and how this
will affect delays. Measuring latency on real natkgoallows you
to get more accurate data about real network delaysodel
consisting of a single 5G base station and varahagacteristics
has been developed. The efficiency of data trarssomsin the
network was evaluated.

301



&2 621.396

UML

%

% ). $

1) #8

2) ; :
3)

4) !

*4

1)

2) %

3) %
302

%

%

188.



L] % -
I 6 -

5 % , 54
LINUX , 54 -

1 3
, 5 !
5
8%$#8* H+ & (

1.% A L -

1l . . X/ " «$
» & .-—2018. - .1. -

8.195 —196.

AUTOMATED SYSTEM FOR THE USER
OF A WIRELESS SENSOR NETWORK

Kulikov A.V., Serdukov I.L., Glushak E.V.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

The concept of the interface of the software prodamd the
evaluation of its possible qualitative charactarssthave been
developed. The correctness of the entire program &s
components has been tested. The work used toolsretate
applications that run on the LINUX operating systasmwell as a
program that helps in database design. Thanksesetiools, a
software product has been developed that is coelplé&icused
on the end user, which will work with a wirelessser network.
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OVERVIEW OF ZIGBEE PROTOCOL ISSUES

Adamenko E.M., Glushak E.V.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)

The ZigBee protocol is a wireless communicatiomdsad for
low-power, low-cost, low-power personal networksatthcan
connect to Internet of Things (loT) networks. ThégBee
protocol ensures the security and reliability ofadansmission
using various encryption and authentication methadswell as
the possibility of self-organization and self-reepr of the
network in case of loss of communication or devaikire. This
makes it ideal for use in loT applications whereebable and
inexpensive connection between devices is requiféd report
examines the problems of ZigBee, offers a solutishen
implementing it in practice.
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TRUSTED WIRELESS ACCESS NETWORK CHOICE

Daraev D.M.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)
A trusted access network is an access networkishaot only
secure, but also supports the required qualityoofiraunication
for message delivery. To be able to select a tusietwork,
sensor nodes could be equipped with different rathdules that
support multimode transmission mode for differeadio access
technologies.
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1. Falkenberg, R., Wietfeld, GCALCON: An Accurate Real-
Time Monitor for Client-Based Mobile Network Datanalytics // IEEE
Global Communications Conference (GLOBECOM), 2648. 7.

2. Attanasio, G.In-depth study of RNTI management in mobile
networks: Allocation strategies and implicationsdata trace analysis
/I Elsevier Computer Networks, 2022. — P. 33.

FALCON AS LTE NETWORK LOAD ASSESSMENT

Ageeva T.V.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

Based on FALCON decoded data (RNTI, MCS, total blsize

and number of allocated PRB), it is possible tdeata the actual
capacity of the cell and its workload. Moreoveralgnis of

channel usage statistics in conjunction with maeléarning can
be used to predict the behavior of subscribergénnietwork and
classify the state of the cell.
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«Modulator (PCM)» -
-
! : -2019
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«Modulator (DSSS-OVSF)» «Modulator (PM)» -
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Xl % ! , , 30-31
2020 R DR« », 2020. 8. 122 — 124.

DEVELOPMENT OF A SCALABLE TRAINING
LABORATORY BENCH FOR SIGNAL RECOGNITION
CORRELATION RECEIVER-BASED PROBLEM USING

A PARALLEL COMPUTING CLUSTER BASED

ON THE MPI LIBRARY
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Fagimov R.A., Zaripov R.F.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

The work proposes the parallel computing using iolesed only
on educational personal computers to implement mpoting
cluster as a signal processing system. This worlegessary for
understanding the distributed computer network ppliad
problems solving.
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# - "H& -# ,2019.-8.42-43.

TRANSMITTER, QUASI-REAL COMMUNICATION
CHANNEL AND RECEIVER CONTAINING WIRELESS
COMMUNICATION SYSTEM SIGNAL PROCESSING
ALGORITHMS SIMULATING EDUCATIONAL
LABORATORY BENCH, DEVELOPED IN THE GNU
OCTAVE (MATLAB)

Stepanov N.A., Faizullin R.R.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

The article presents a wireless communication syssignal

processing algorithms simulating educational latmwyabench.

The program code is made in a modular type for expchighly
specialized CAD systems.
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1. Haxhibeqiri, J. et al.A survey of LoRaWAN for loT: From
technology to application // Sensors. — 2018. — M@. -9 . 11. —
P. 3995.

2.Sinha, R.S., Wei, Y., Hwang, SAdsurvey on LPWA technol-
ogy: LoRa and NB-IoT // Ict Express. — 2017. —\&k-9 . 1. — Pp. 14-21.

3. Loukil, S. et alAnalysis of LoRaWAN 1.0 and 1.1 protocols
security mechanisms // Sensors. — 2022. — Vol-22. 10. — P. 3717.

IMPLEMENTATION OF A PROTOCOL STACK FOR
INTERNET OF THINGS NETWORK DEPLOYMENT

Ibragimov R.Z.

(Siberian State University of Telecommunicationd brfiormation

Scince)

With the development of Internet of Things (loTthaologies,
more and more devices are becoming connected tintbmet
and exchanging data among themselves. This infictsne
generates a huge amount of data that needs tookegsed and
transmitted, which requires efficient and reliab@mmunication
protocols. In order to successfully deploy an Ioftwork, it is
necessary to properly select and implement a pobtstack that
will ensure efficient data processing and commuivocabetween
devices. A protocol stack is a set of protocolsaaiged in a
pyramidal structure. It enables the transmissiah@ocessing of
data from the device to the cloud, where the dafadcessed and
analyzed.
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INDIRECT METHOD OF DIRECTION FINDING
OF THE UAV CONTROL PANEL

Zakiev B.N., Korobkov A.A.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

This work presents the method of direction findiofy Wi-Fi
devices based on measuring the number of receiadfchmes.
The result of the method is shown by the examplh@irection
finding of the UAV control panel using Wi-Fi to tramit control
signals and video stream.
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INDIRECT METHOD OF DIRECTION FINDING
OF THE UAV CONTROL PANEL

Zakiev B.N., Korobkov A.A

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

This work presents the method of direction findiofy Wi-Fi
devices based on measuring the level of the redesignal from
the device we are interested in. The result oftlkéhod is shown
by the example of the direction finding of the BaehE58 UAV
control panel, which uses Wi-Fi to transmit contsajnals and
video stream.
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1. Neubauer, A., Freudenberger, J., Kuhn,Gading Theory:
Algorithms, Architectures and Applications. — Camadiley, 2007. — 590 p.

RESEARCH AND PRACTICAL IMPLEMENTATION OF
3GPP LTE TURBO CODING/DECODING ALGORITHM

Gainutdinov I.R., Gaysin A.K.

(Kazan National Research Technical University

named after A.N. Tupolev-KAl)
In this paper we implemented the model of paralleirbo
decoder with optimizations in MATLAB for hardware
implementation and parallel Turbo decoder in C+ingiSIMD
instructions within the project on development ofrebstic LTE
base station hardware.
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IMPROVING THE EFFICIENCY OF INFORMATION
COLLECTION IN WIRELESS SENSOR NETWORKS
ON THE BASIS OF OPTIMIZING THE METHOD

OF ACCESS TO CHANNEL RESOURCES

Golubnichaya E.Yu.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)

In this paper we consider an approach for solvingreblem
relevant for wireless sensor networks related tarag routing of
data to the network coordinator («many-to-onefitrafiodel).

331



&2 681.518

%& ) % + & ( (
% MVSAT-SDN -
) %' +%
- LR RN ] *! '$ .
($+ ) )
%, $ )
6 3 -
MVSAT -
, 3 Mininet. $ -
! -
MVSAT.
# 3
Mininet ! MVSAT MVSAT-SDN,
% ) ’
1) %
2) ! ! % ,
- % 5 I 5 ;
3) ! % !
[ , % % -
1 , !
% !
6 ! 17,89;
7,38; 1,41 0,37 / ! % ! 50, 100,
250, 500 MVSAT-SDN ! 8,94;
3,69; 0,71 0,18 / % ! 50, 100, 250, 500
! MVSAT.

332



# ! , ! MVSAT-SDN

5 ! ,
! ! MVSAT, ! -
! % % o %
, ! MVSAT-SDN 4 -
SDN, ) -
$ ! 5 i
MVSAT-SDN .
- MVSAT-SDN
! , % -
, 5 -
SDN
8gHs*  H+ &(
1. # , JL$ , .. 9%
*8 /BT
: -20109.
XXl % ! - | . — 2019. —

8.193 -194.

SATELLITE DATA TRANSMISSION NETWORK
WITH MVSAT-SDN TECHNOLOGY ON SHIPS
OF THE VENEZUELAN NAVY

Mozhginskiy V.L., Mogollon J.1.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

The work consists of developing an MVSAT satelfittwork on
board a Venezuelan navy ship and subsequentlytigaéag the
application of an SDN network.
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1. Wood, JBehavioral Modeling and Linearization of RF Power
Amplifiers // ARTECH HOUSE, 2014.

2. Pastalan, D.R.Morgan. Generalized Memory Polynomial
Model for Digital Predistortion of RF Power Ampdifis // IEEE Trans-
actions on Signal Processing. 2006.

3. 3GPP. LTE; Evolved Universal Terrestrial Radiaccéss
(E-UTRA); Base Station (BS) radio transmission egwkption.

RESEARCH AND IMPLEMENTATION OF A DIGITAL
PREDISTORTION ALGORITHM WITH AN ADAPTIVE
PARAMETER ESTIMATION BLOCK

Fattakhov R.I., Gaisin A.K.

(Kazan National Research Technical University

named after A.N. Tupolev-KAl)
In this work, the research and implementation ofaalaptive
digital pre-distortion (DPD) algorithm is performddr further
integration into the radio module as part of theELiJase station
hardware development project.
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APPLICATION OF DRRL 8.0 SOFTWARE FOR
PLANNING AND CALCULATION OF QUALITY
INDICATORS OF DIGITAL RADIORELAY LINES

Golubnichaya E.Yu.

(Povolzhskiy State University of Telecommunicat&&ns

Informatics)
The paper focuses on issues related to the desidigital radio
relay lines with the use of specialized software.
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EXPERIMENTAL PLATFORM FOR O-RAN

Gaysin A.K., Ageeva T.V., Ashaev |.P., Korobkov A.A
Safiullin I.LA., Nadeev A.F.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

The paper describes main goals for developing éxeetal
platform for testing O-RAN decisions. The key featof O-RAN
networks is the intellectualization of the contfohctions with
help RAN Intelligent Controller. The basis of theperimental
platform is SDR and high-performance servers. Psegdestbed

can use for main units and programmable controtér®-RAN
networks.
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OVERVIEW OF FACE RECOGNITION TECHNOLOGIES
AND THEIR APPLICATION IN ENGINEERING

Garafutdinov A.A., Nikishina G.V.
(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

This article provides an overview of facial recdgm technology
in engineering, highlighting the basics, technicaspects,
applications and ethical issues related to thisoitgmt area of
research.
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1. Khattar, F., Dornaika, F., Luthon, F., Larroqu®, Quadcopter
Control Using Onboard Monocular Camera for EnrighiRemote
Laboratory Facilities // 21th IEEE Internationalr@erence on Automa-
tion, Quality and Testing, Robotics (AQTR 2018), WM2018, Cluj-
Napoca, Romania.

2. Mentasti, S, Pedersini, Eontrolling the Flight of a Drone and
Its Camera for 3D Reconstruction of Large ObjettSensors. 2019;
19(10):2333. https://doi.org/10.3390/s19102333.

A PET SURVEILLANCE SYSTEM BASED
ON A COMPACT QUADCOPTER

Kamalov A.l., Nikishina G.V.

(Kazan National Research Technical University

named after A.N. Tupolev-KAl)
The life of a modern person is full of various etgeand you have
to spend a lot of time outside the house. At theesime, most
people have pets that need to be monitored dun@gbsence of
a person. The surveillance system proposed inpajser will
make life easier for pet owners.
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CONTROL OF ECHO CANCELLATION DEVICES
IN OPTICAL NETWORKS

Ivanov V.I.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

The issues of inclusion and control logic of eclamazllation
devices on optical switched communication netwarksconsidered.
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METHODS OF SIGNAL FORMATION "TURN ON EPU"

lvanov V.I.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

The report analyzes the methods of switching ongacing echo
cancellation devices on optical communication nekano a
method for automatically measuring the time of algn
deceleration and attenuation of echo currentsanitgt counting
method; A method based on the use of long-distAle code.
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REMOTE MONITORING SYSTEM FOR OPTICAL
CABLE

Sivkov V.S.

(Povolzhskiy State University of Telecommunicat&&ns

Informatics)
This article discusses some issues related torttétecture of an
optical cable remote monitoring system. The issdieonstructing
the structure of the software part of such a systewell as the

method of implementing the interaction of systemmponents in
real time, are considered.
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NICKEL OXIDE IMPROVED INTO A MATRIX
OF POLY (3,4-ETHYLENEDIOXYTHIOPHENE)
POLYSTYRENE SULPHONATE AS A SENSITIVE
MATERIAL FOR A GREENHOUSE GASES SENSOR

Kuznetsova V.\}:?, Nizameeva G.R, Nizameev |.R-?

(* Kazan National Research Technical University
named after A.N. Tupolev-KAl,
2 Arbuzov Institute of Organic and Physical ChenyisERC
Kazan Scientific Center, Russian Academy of Scsg@nce

The material consisting of nano-sized nickel oXiders on the
surface of a glass substrate with gold electrodes synthesized
as an active element of the nitrogen dioxide sef@oe of the
most harmful and widespread greenhouse gases). nidkel
oxide fiber system was coated with a thin layerpoty(3,4-
ethylenedioxythiophene) polystyrene sulfonate (PEERES) to
create a composite material and improve adhesiod an
mechanical strength. The sensory properties ofstmthesized
sensing element were studied in a specially dedigtetic gas
analyzer with computer control, consisting of alegacapsule
and a detector with an embedded sensing elemeset.rdsults
obtained confirm the possibility of using a comp@shaterial as
an active element of a nitrogen dioxide sensor.
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1. Testa, F., Pavesi, lOptical switching in next generation data
centers // Springer, 2017.
2.( . DWDM:
Il #8 .—2020.-9 1.
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PROSPECT OF LAUNCHING RUSSIAN COHERENT
TRANSPONDER FOR DCI-SOLUTIONS

Ibragimov R.Z.

(Povolzhskiy State University of Telecommunicat&&ns

Informatics)
A coherent transponder with channel rates of mueia 100 Gbps
is one of the commercially attractive solutions fmnnecting
distributed data centers. The launch of a domesticerent
transponder for DCI solutions has significant pexgp for the
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development of the domestic telecommunications shgu
However, the creation of a domestic coherent tramder for
DCI solutions is a complex task, requiring the comb efforts
of various specialists in the field of optics, étenics and
software.
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ABOUT AN IMPACT OF ANGULAR AND LINEAR
DISPLACEMENTS OF THE REFLECTOR OF MBHRA
ON SIGNAL IMPRINT FROM THE RADIO BEACON

Dardymov A.V.

(Kazan National Research Technical University
named after A.N. Tupolev-KAlI)

This paper highlights a problem arising when appnaxe
distorted reflector of the multibeam hybrid refl@cantenna with
best-fit paraboloid by processing the signals ef gnound radio
beacon. The root of the problem is the correlatomong the
impact that best-fit paraboloid parameters do st sgnals,
which we compare, by the optimization. There mighta way to
overcome this obstacle and this paper gives suthabiwell.
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DIAGNOSTICS OF ANTENNA ARRAYS BY METHODS
OF RECONSTRUCTION OF APERTURE DISTRIBUTION

Gumarova A.V., Sedelnikov Yu.E.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

The report examines the diagnostics of antenngsriacluding
AFAR and hybrid mirror antennas. Reconstructionhods and
factors affecting the accuracy of restoration amesalered.
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INVESTIGATION OF THE INFLUENCE
OF DESTABILIZING FACTORS ON THE RELIABILITY
OF NEAR-FIELD ANTENNA DIAGNOSTICS

Gumarova A.V., Sedelnikov Yu.E.

(Kazan National Research Technical University

named after A.N. Tupolev-KAl)
This considers the assessment of the influenceesftably present
destabilizing factors on the reliability of neagli diagnostics of
antennas.
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DIAGNOSTICS OF ANTENNA ARRAYS
WITH "PHASE-FREE" MEASUREMENTS

Sedelnikov Yu.E., Gumarova A.V., Shagvaliev T.R.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

The reconstruction of the aperture distributionguatienna arrays
by amplitude measurements in the near-field ramliatione is

considered. The use of hypotheses to control timeptance of

the system with the requirements.
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STUDY OF THE EFFECT OF MEDIUM ATTENUATION
ON THE ERROR VALUE OF PHASE DISTRIBUTION
WITH FOCUSED EXCITATION OF RADIATORS

Potapova O.V., Gromov I.P.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

The limit values of the root mean square deviatiwas
determined in the paper. The limit values are thesoat which
the distributions of the focused field approachea distribution
at the in-phase excitation of the emitters. Mediwvith different
attenuation coefficients were studied: free spac®), wet loam
(a=0,91 1/m), wet limestona€£1,6 1/m).
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DEVELOPMENT AND RESEARCH OF A DIFFERENTIAL
METHOD FOR DETERMINING THE REFLECTION
COEFFICIENT OF SPACECAR ANTENNA MATERIALS

Lavrushev V.N., Trofimov E.Y.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

This article discusses the importance of effecfivelanaging
network traffic and equipment in modern computetwoeks.
Various approaches to managing network traffic explored,
including QosS, flow control, routing, and load batang. It also
highlights the potential of new technologies sushSDN and
NFV, as well as machine learning and artificialelliggence.
However, the key problems are the lack of a unifstamdard for
managing network traffic and problems related talaguility and
throughput.
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1. Spiring E.A., Kozloy S.V. Application eficiency analysis of
the integrated optimization method frequency-terid planning pro-
cedure on the Wi-Fi network segment" // SystemSighal Synchroni-
zation, Generating and Processing in Telecommuoitst
SYNCHROINFO 2019. DOI: 10.1109/SYNCHROINF0.2019.8304.

INCREASING ISOLATION BETWEEN ANTENNAS
OF MIMO SYSTEMS USING A PASSIVE RADIATION
SYSTEM

Lavrushev V.N., Oreshnikova D.A.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

In paper is proposed to use a system of passivatoasl (SPR)
with passive loads to ensure the required isolation MIMO
systems. High isolation is achieved by selectirg ltcation of
the SPR, as well as selecting phases of refleatmefficients
from passive loads connected to passive emitters.
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INFLATABLE SHORTWAVE ANTENNA FREQUENCY
RANGE

Likhtzinder B.Ya., Seriy D.S.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

The proposed design of the inflatable antenna lhixsrdages
over existing ones in that it has low weight, quigployment and
folding, sufficient rigidity for the operation obmmunication systems.
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APPLICATION OF FIBRE OPTIC TECHNOLOGIES
IN AGRICULTURE

Garaev B.1., Idiatu lov Z.R.

(Kazan National Research Technical University

named after A.N. Tupolev-KAl)
The paper discusses the use of rectilinear symraétintennas in
telecommunication systems. Examples of applicaticar®e
presented. The problems of this topic have also mEmntified.
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1. TabakoyD.P. Describing the radiation and diffraction of elec-
tromagnetic waves by eigenfunction method // Rduysfrs and Quan-
tum Electronics. August, 2021. — Vol. 649-3.— 12 p.

ADVANTAGES OF RADIATION AND DIFRACTION
ELECTROMAGNETIC WAVES
BY THE EIGENFUNCTION METHOD

Tabakov D.P., Valiullin R.M.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

This article describes advantages of radiation difftaction
electromagnetic waves by the eigenfunction method.
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ELECTROMAGNETIC FIELD COMPONENTS
IN THE NEAR AND FAR RADIATION ZONES

Valiullin R.M.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

This article describes the differences of the figtidicture in the
far and near zones.
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STUDY OF THE PENETRATING POWER OF OAM
WAVES IN X-BAND FREQUENCY RANGE

Azarov M.V.

(National Research University of Electronic Teclugyl)
This paper presents a study of the penetrationtyalof OAM
waves with mode 1 formed by a phased array antarmag in the
X-band through vegetation using simulation withggified models.
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COMPARISON ON VORTEX WAVES AND PLANAR
WAVES MULTIPATH PROPAGATION

Airapetian
(National Research University of Electronic Teclogyl)

This paper presents a study of the reflection ftbemsurface of
OAM waves with mode 1 formed by a phased arrayrenatarray
in the X-band using simplified model simulations.
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RESEARCH OF VIBRATORS WITH SPIRALS
IN THE SHOULDERS

Slushkin M.A.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

Asymmetrical vibrator with spirals in the shouldeirs two
frequency band is considered.
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CHIRPERING CONTROL FOR THE RADIO SEGMENT
OF THE ROF-NETWORK

Vinogradova I.L., Filatov P.E., Komissarov A.M., Istsov Y.M.,
Golovina E.Y.

(Ufa University of Science and Technology)

The optical pulse chirp function is used to conttio¢ radio
segment in RoF systems. If the antenna array fanspatial
separation of virtual local networks, then the payl parameter
of the interfaces improves in relation to tradiffym formed
VLANS.
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WAYS TO CREATE MULTI-CHANNEL ANTENNA
SYSTEMS OF BASE STATIONS ON UNIQUE OBJECTS

Buzova M.AM? Naryshkin |.M.>?

(*JSC “Samara Innovative Business Radio Systems”,
’Povolzhskiy State University of Telecommunicati&ns

Informatics)

In this paper the main ways to create multi-charenaienna
systems of base stations to accommodate on unibjgets are

given.
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FEATURES OF SPATIAL AND ENERGY
CHARACTERISTICS OF RING AND SPIRAL-RING
ANTENNA ARRAYS UNDER VARIOUS EXCITATION

MODES

Minkin M.A. > Obshitikov A.I*
(*JSC “Samara Innovative Business Radio Systems”,
’Povolzhskiy State University of Telecommunicati&ns
Informatics)

The work is devoted to the features of spatial amergy
characteristics of ring and spiral-ring antennaaysr under
various excitation modes.
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CIRCUIT ENGINEERING AND ALGORITHMIC
SOLUTIONS FOR CONTROLLING THE POLARIZATION
ADAPTATION OF THE ANTENNA COMPLEX

Bondar P.I1'2 Buzov A.L*

(*JSC “Samara Innovative Business Radio Systems”,
’Povolzhskiy State University of Telecommunicati&ns

Informatics)

The paper considers the circuit and algorithmictsmhs used in
the development of the polarization processing asipart of an
antenna complex with automated polarization admptaby

autoselection of the most acceptable linear conibimaf signals
corresponding to the orthogonal polarization congm® of the
received waves, according to the criterion of tleximum signal-
to-noise ratio.
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1. Engheta, N., Ziolkowski, R.\&& Positive Future for Double-
Negative Metamaterials // IEEE Transactions on avi@ve theory and
techniques. — Vol. 53.9 4. — April 2005.

2. Qiu Cheng-Wei, Li Le-Wei, Yao Hai-Ying, ZouhdlsBtropic
and gyrotropic chiral composite materials: dispmrsand negative re-
fractive index // 2006 IEEE Antennas and Propaga8ociety Interna-
tional Symposium, 09-14 July 2006.
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CHARACTERISTICS OF STRIP RADIATING
STRUCTURES BASED ON METAMATERIALS
WITH NEGATIVE PERMEABILITY VALUES

Klyuev D.S!, Neshcheret A.M:% Khazhinov V.\}*?
(*Povolzhskiy State University of Telecommunicat®ns
Informatics,2JSC “Samara Innovative Business Radio Systems”)

The work is devoted to the development of mathesahtnodels
of strip radiating structures based on metamateviith negative
values of dielectric and magnetic permeability. Tésults of the
calculation of their characteristics are given.
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RESEARCH OF THE INFLUENCE OF THERMAL
EXPANSION ON THE CHARACTERISTICS OF
COMPACT HIDDEN ANTENNAS

Karlov ALV.}? Kotkov K.V}*? Naryshkin I.M.}?

(*JSC “Samara Innovative Business Radio Systems”,
’Povolzhskiy State University of Telecommunicati&ns

Informatics)
The parametric sensitivity of the antenna systena sfationary
radio center from temperature changes is investijat
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COMPARISON OF ONLINE CALCULATORS
AND UTILITIES FOR CALCULATING
THE MICROSTRIP LINE

Khairetdinova A.D., Voronkov G.S., Grakhova E.P.
(Ufa University of Science and Technology)

Microstrip line calculation programs such as MWHL80QTX-line
2003, Saturn PSB Design Toolkit (V7.05), CITS25,p&8&AD
and online calculators were compared. Accordintp¢oresults of
numerical analysis, the effective permittivity atite electrical
length differed by hundredths, the error of the evagsistance
was about 0.1 Ohm. The best result was shown byutitiges
MWI 2018, TX-line 2003 and AppCAD.
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LABORATORY STAND FOR MEASURING ANTENNA
PARAMETERS

Ismagilov E.A., Agishev A.V., Zakiev B.N.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

In this paper, the development of a stand for méaguwantenna
parameters in laboratory conditions is consideféd process of
selecting components, assembling and configurireg sland is
described. The obtained measurement results exgpetafly

confirmed the accuracy and effectiveness of thdnatkt
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1. Ishmiyarov, A.A., et.aMicrostrip Emitter Design for Applica-
tion in V2X Beamsteering Systems // Proc. of IEEEME 2022. —
Pp. 279 — 284. DOI: 10.1109/EDM55285.2022.9855024.
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THE EMITTER PROTOTYPE FOR MODERN INTERNET
OF THINGS APPLICATIONS

Saifullin T.E., Grakhova E.P.
(Ufa University of Science and Technology)

The paper presents the results of developing aofyy
microstrip emitter for V2X applications.
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1. Allen, L., Beijersbergen, M.W., Spreeuw, R.JXberdman, J.P.
Orbital angular momentum of light and the transfation of Laguerre-
Gaussian laser modes // Phys. Rev. A 45, 8185 1992
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MODEL OF A CIRCULAR ANTENNA ARRAY
FOR ADVANCED WIRELESS COMMUNICATION
TECHNOLOGIES

Katerinkina E.N., Kataskin L.V., Grakhova E.P.
(Ufa University of Science and Technology)

The article describes a model of a circular antearnay designed
to operate in the W-band.
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MICROSTRIP TUNABLE PHASE SHIFTER
FOR ADVANCED RADIO COMMUNICATION
TECHNOLOGIES

Kataskin L.V., Katerinkina E.N., Letavin D.A., Grdiova E.P.
(Ufa University of Science and Technology)

The paper presents a model of a tunable phasersbgferating in
the sub-6 GHz frequency range.
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ANALYSIS OF THE OPERATION OF VECTOR
NETWORK ANALYZER NANOVNA

Dedyukhin A.V.

(Kazan National Research Technical University
named after A.N. Tupolev-KAlI)

The article discusses the principle of operationtted vector
analyzer of NanoVNA microwave devices.
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1. Ishmiyarov, A., Kutluyarov, R., Grakhova, E. rdfikov, G.
Microstrip Emitter Design for Application in V2X Bensteering Sys-
tems // 2022 |IEEE EDWR022. — Pp. 279 — 284.

PROTOTYPE OF PHASED ANTENNA ARRAY FOR V2X
SYSTEMS

Ishmiyarov A.A., Letavin D.A., Grakhova E.P., Vor&ov G.S.

(Ufa University of Science and Technology,

Ural Federal University)
The paper proposes the design of a linear phasedranarray
designed for beam steering in applications of ligieht transport
systems.
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STUDY OF THE INFLUENCE OF ELECTROMAGNETIC
INTERFERENCE ON QUALITY OF DATA
TRANSMISSION IN TELECOMMUNICATION SYSTEMS
AND METHODS OF THEIR ELIMINATION

Savinova A.A., Idiatullov Z.R.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

In today's world, telecommunication systems playitical role in
providing data, voice and Internet access. Howeahese systems
are susceptible to electromagnetic interferencéchwban have a
significant impact on the quality of data transnass In this
paper, we examine how electromagnetic interfereaffects
telecommunication systems and the methods useahtbat it.
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ELECTROMAGNETIC INTERFERENCE
AND ITS IMPACT ON THE OPERATION
OF TELECOMMUNICATION SYSTEMS

Komar K.O., Mirkhanova A.N., Idiatullov Z.R.

(Kazan National Research Technical University

named after A.N. Tupolev-KAl)

In the modern world, telecommunication systems pkay
important role in the life of society. They providemmunication,
data transmission, access to information and o#ewices.
However, electromagnetic interference can negatiaffect the
operation of these systems, causing failures, ided¢ion of signal
quality and even loss of communication. In thilartve will consider
the main types of electromagnetic interferenceir timpact on
telecommunication systems and ways to protect agdiem.
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EFFECTIVE EMC MANAGEMENT IN
TELECOMMUNICATIONS: BEST PRACTICES
AND RECOMMENDATIONS
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Savinova A.A., Idiatullov Z.R.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

We consider design methods, technical aspectsstaaidgies for
trouble-free operation of telecommunication systéman ever-
changing technological environment. The importaoiceffective
electromagnetic compatibility (EMC) control canndie
underestimated, as it ensures the reliability arability of
modern communication networks and enables datariasion
in the face of ever-increasing speed, capacity, @lidbility
requirements.
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INVESTIGATION OF THE PROCESS OF MUTUAL
INFLUENCES OF MULNI-PAIR LAN CABLES

Popov V.B., Polyakov M.A.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

The article presents the results of a study optioeess of mutual
influences of multi-pair LAN cables. The obtainedtal on the
predominant components of mutual influence makmogsible at
the stage of cable design and production to takasores to
reduce mutual influences between the cable chains.
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RESEARCH OF CHARACTERISTICS OF SIGNAL-
BLOCKING CABLES

Popov B.V., Popov V.B.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

The results of experimental studies of shielding ghysico-
mechanical characteristics in terms of resistange cyclic
temperature changes and bends at low negative tatupes of

widely used signal-blocking cables with a solidnailoum shell
are presented.
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RESEARCH OF THE ELECTRICAL STRENGHT OF THE
ISULATION OF LAN CABLES

Popov B.V., Popov V.B.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

The results of experimental studies of shieldingl guysico-
mechanical characteristics in terms of resistange cyclic
temperature changes and bends at low negative tatopes of
widely used signal-blocking cables with a solidrailoum shell
are presented.
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THE INPUT PROTECTION CIRCUIT OF THE RADIO
FREQUENCY PATH OF THE HIGH FREQUENCY BAND
RECEIVER

Kolotov A.S., Kopysov A.N.
(Kalashnikov Izhevsk State Technical University)

The article presents the results of the developroéran input
protection circuit, the main purpose of which is limit the
signals of high—power entering the RF path of tlreréceiver on
the antenna input. The input protection circuit tpets the
sensitive components and elements of the receiger éverload
and failure. The practical tests of prototypes bé tinput
protection circuit were carried out, which instdllet the input of
the manufactured HF band receiver. The product ir@ma
operational after applying a sinusoidal RF signaltlee antenna
input for 15 minutes with an EMF of 100V in the oging
frequency range.
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1. Pan L., Zhoy W., FangJ., and Lj D. A new three-scroll uni-
fied chaotic system coined / International Jounfalonlinear Science.
—Vol. 10. 9 4.-2010. - Pp. 462 — 474.

STATISTICAL CHARACTERISTICS OF PSEUDO-
RANDOM SIGNALS GENERATED BY CONTROLLED
TSUCS
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Shatrifullin T.B., Afanasiev V.V.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

The influence of the discrete-nonlinear controll@SUCS
parameters on the characteristics of generateddps@mdom
signals are carried out. The recommendations foosing the

parameters of discrete-nonlinear TSUCS with dynach&os are
proposed.
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1. Ahmed, A.M., Al-Sawalha, M.Mbecure communication based
on synchronization of uncertain-parameter threetscnified chaotic
system / Nonlinear Dynamics. — 2018 —-85(3). — Pp. 1939 — 1951

MODELING PSEUDO-RANDOM SIGNALS BASED
ON TSUCS SYSTEM WITH DYNAMIC CHAOS

Sharifullin T.B., Afanasiev V.V.

(Kazan National Research Technical University

named after A.N. Tupolev-KAl)
Modelling of pseudo-random signal shapers basedr80CS
signals with dynamic chaos are investigated. Datetion of
statistical characteristics, correlation functi@ml power spectra
of TSUCS system signals are carried out.
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1. Hayward, S.J., Lopik, K. van, Hinde, C., WesA./A Survey
of Indoor Location Technologies, Techniques and ligggions in In-
dustry // Internet of Things. — 2022. — Vol. 2(P-100608.

2. Sesyuk, A., loannou, S., RaspopoulosAMeurvey of 3D In-
door Localization Systems and Technologies // Sanse 2022. —
Vol. 22. — P. 9380.

3. Andreyev, Yu.V., Dmitriev, A.S., Efremova, EKWilinsky, A.D.,
Kuzmin, L.V.Qualitative Theory Of Dynamical Systems, Chaos And
Contemporary Wireless Communications // Internatiatournal of Bi-
furcation and Chaos. — 2005. — Vol. 132 +-11. — P. 3639.

THE USE OF UWB CHAOTIC RADIO PULSES
IN THE PROBLEM OF WIRELESS POSITIONING
OF OBJECTS INDOORS

Efremova E.V., Kuzmin L.V., ltskov V.V.

(Kotelnikov Institute of Radioengineering and Eientcs)
The ability of precise indoor positioning of thejetts plays an
important role in the development of modern tecbgis, such
as industrial automation, robotics, Internet of ngs, etc. In the
paper an approach to solving the positioning problased on
measurement of the power of UWB chaotic radio pmulge
discussed. The results of experimental measuremeitthe
distance between the emitter and the receivereolWB chaotic
signal in a real wireless communication channelhband
positioning the emitter on a plane relative to thestem of
receivers (anchors) in an office space are predente
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3. Nusev, G., Jusr> D., Gabersek, M., Moskon, J. and
Boskoski, PFast Impedance Measurement of Li-lon Battery U&isy
crete Random Binary Excitation and Wavelet Tramsféf IEEE Ac-
cess. Vol. 9. Pp. 46152 — 46165, 2021, doi: 10./MOGESS.2021.
3058368

WAVELET TRANSFORMATION IN IMPEDANCE
SPECTROSCOPY OF ELECTROCHEMICAL CURRENT
SOURCES

Konkov K.V.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

This paper discusses various components of mefioodsudying

spectral characteristics using the wavelet transfoiTheir

comparative characteristics, which influence theiah of the
main wavelet for finding the electrochemical impecka spectrum
using a complex wavelet transform.
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CALCULATION TIME ESTIMATION FOR HALF-ORDER
DERIVATIVE BASED ON FAST FOURIER TRANSFORM
ALGORITHM

Shafigullin I.D.

(Kazan National Research Technical University

named after A.N. Tupolev-KAl)
This paper presents the results of estimation fhee tof
calculating the fractional derivative based on thst Fourier
transform algorithm. The program for calculating thactional
derivative is implemented in the Python programmarguage.
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2. Heinz-Otto, P., Hartmut, JChaos and Fractals. — New Fron-
tiers of Science, 2004. — 873 p.
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3. Tanenbaum, A.S. Van SteenDiktributed Systems: Principles
and Paradigms, 2007. — 705 p.
4. Lynch, N.ADistributed Algorithms, 1996. — 872 p.

DATA DISTRIBUTION BASED ON SELF-SIMILARITY

Palibza S.A.

(Moscow Technical University of Communications and
Informatics)

The article presents a data distribution algoritbased on the
Sierpinski fractal. The algorithm provides deteristic data
distribution while maximizing result diversity. Bysing the
Sierpinski Triangle and the chaos method, the dlgar
efficiently distributes data in the system, engginialiability and
scalability.
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54 116 0& Lo -
.—2022.-.78.9 1.-8.92-98.
2. 3.8 -
3
5 3 ! Il 6
0& " .—2011. 9 1.-8.47-54.

3. Denisov, E.S., Salakhova, A.S., Adiutantov, Ev&lpkimov, Y.K.
Fluctuation-Noise Model for PEM Fuel Cell // IOP i@erence Series:
Materials Science and Engineering. — 2017. — V2b.2 P. 012110.

4.% . N A L2 3 -
! ! ,
116 0& o -
.—2021.-.77.-9 2.-8.74-81.

SMALL SIGNAL MONITORING METHODS AS A TOOL
FOR INCREASING RELIABILITY OF POWER SUPPLY
SYSTEMS FOR TELECOMMUNICATION DEVICES

Denisov E.S.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)
The problems of providing redundancy power supptr f
telecommunication equipment is considered. The rieedmall
signal monitoring methods for electrochemical rethncy power
sources is revealed. It is shown that the disteithunonitoring
and computing system are the appropriate solutiothfs purpose.
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1. Denisov, E. et alLithium battery transient response as a diag-
nostic tool // Journal of Electronic Materials. 818. — Vol. 47. -9 8.
— P. 4493 — 4501.

APPLICATION OF SMALL SIGNAL DYNAMICAL
MODELS FOR CONTROL OF TECHNICAL CONDITION
OF ELECTROCHEMICAL POWER SOURCES

Nikishin T.P., Denisov E.S., Nikishina G.V.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

The work describes the use of small-signal modglsronitoring
and diagnostics of electrochemical power sources.
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1. Yang W., Xiong A., Chen J., Proctor R.W., Lj N. Sympo-
sium and Bootcamp. Use of Phishing Training to lmpr Security
Warning Compliance: Evidence from a Field ExperitiéiProceedings
of the Hot Topics in Science of Security. — New K.ohssociation for
Computing Machinery, 2017. — HoTSoS. — Pp. 52 — 61.

2. Gondree M., PetersonZ.N.J., DenningT. Security through
play // IEEE Secur. Priv. — 20139-11(3). — Pp. 64 — 67.

METHODOLOGY FOR RECOGNIZING PHISHING
EMAILS USING A VOICE ASSISTANT

Haerova E.I.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

This article highlights the effectiveness of phightraining based
on situational phishing games, trainings and imtiga conducted
with the help of an intelligent voice assistant.
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RESEARCH OF METHODS OF UNCOMPROMISING
RADIO COMMUNICATIONS

Senatorov L.A., Khvorenkov V.V.
(Kalashnikov I1zhevsk State Technical University)

The article analyzes the essence of the concept of
"uncompromising”, determines the place of secrecgnsuring
uncompromising transmission. A method for obtainiag
estimate of the energy secrecy of signals is giveking into
account the influence of the parameters of theor&m@insmitting
device, the properties of the transmitted signdlthe transmission
channel. An overview of the experience of the argho the
study of the issue of ensuring the integrity of tt@smission is

given.
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1. Khondoker, R.SDN and NFV Security / R. Khondoke+
Springer International Publishing AG, 2018. — 134 ¢

IMPLEMENTATION OF SECURE DATA EXCHANGE
IN THE SDN NETWORK

Zakharov V.S., Glushak E.V.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)

As part of this work, modeling of the SDN networkdathe
implementation of a secure data exchange systenperdsrmed
in the local network of the VMware Workstation pram
between four virtual machines. One virtual machiilesimulate
the operation of the SDN controller, respondingeiguests from
two other machines that play the role of switcheghe SDN
network, while the remaining one simulated an &tac The
process of installing and configuring one of thechiaes was
reviewed.
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ALGORITHM FOR DETECTING NETWORK
ANOMALIES BASED ON MULTIDIMENSIONAL
DISTRIBUTIONS

468



Shakurskiy M.V., Kartashevskaya E.S.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

Here we consider the algorithm of unsupervised inach
learning. Using this algorithm helps us to fullyveal the
dependence between the analyzed factors, which lwan

successfully used when analyzing network traffic identify
outliers.
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1. Xu Yan, Ma Jinxing, Zhong Shemptection and Defense
Against DDoS Attack on SDN Controller Based on #pamporal Fea-
ture // SPDE 2020: Security and Privacy in DigEgbnomy. — 2020. —
Pp. 3-18.

EXISTING SECURITY THREATS IN SDN NETWORKS

Serdukov I.L., Kulikov A.V., Glushak E.V.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

The report examined the concept of software-defi(BDN)
networks. It is noted that in SDN networks, unlikkaditional
networks, all control logic is placed in a separdévice - the
controller — making it an extremely vulnerable powf the
network. It also experiences the greatest loadit gsocesses
requests from many switches. And due to its impmeafor the
full functioning of the network, the controller é&favorite target
of malicious attacks.
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3. sl -
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) 2019 . http://book.itep.ru/6/q_crypt.htm.
4. Bennett C.H., Brassard G. Quantum Cryptography: Public
Key Distribution and Coin Tossing ( .) // Proceedings of Interna-
tional Conference on Computers, Systems & Sigradd3sing, Dec. 9-12,
1984, Bangalore, India. — IEEE, 1984. — P. 175.
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CRYPTOGRAPHY IN DATA NETWORKS

Vasin N.N.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

New quantum cryptography systems have been dewtlépe
secure key distribution and are presented in thiography.
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].  URL:https://www.ptsecurity.com/ru-ru/researctdbpics/ cy-
bersecurity-threatscape-2022/ ( 4 : 20.04.2023).
2. , %%, 0 R , & H# y oL -
% !
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9 8.-8. 26.

THREATS AND ANOMALIES IN
TELECOMMUNICATION NETWORKS, TRAFFIC SELF
SIMILARITY PROPERTIES, HURST COEFFICIENT,
DOS ATTACK MODEL

Sultanov A.Kh., Khakimov O.M.

(Ufa University of Science and Technology)
Data protection is an integral part of the genesit of information
security, the role and relevance of which in alleses of life and
activity of society at the present stage is coristamcreasing.
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mil.ru/Stati/item/343042/
2.0 , .. 1 : , -
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6.8. =& , 2014. - 217.

THE ALGORITHM OF THE PERIMETER PROTECTION
SYSTEM FROM UAVS BASED ON INFORMATION
SECURITY ELEMENTS

Fayzullin R.R., Sychev A.S.
478



(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

The paper describes the work of an algorithm thatva to carry
out anti-theft measures not only by silencing tlgmal, but also
using elements of information security with thephef various
vulnerabilities affecting the operation of the deoWhether it's
just intercepting the primacy in a pair of PU-UA\¢anging the
autopilot parameters, or disabling the UAV by dregtcritical

errors in the control system, or simply turning tfé drone in
flight
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ANTI-MALWARE PROTECTION OVERVIEW

Kozyreva N.l., Abramov K.I., Shchankin K.D.

$*

(Povolzhskiy State University of Telecommunicat&&ns

Informatics)

Modern anti-malware tools must combine the fundioof
scanning, identifying and eliminating malware fr@m infected
system or network. An effective anti-malware tooicludes
multiple aspects such as anti-spyware and anthpigstools to
provide complete protection. The report providea@rview of
the security measures of domestic developers. Assalt, the
authors concluded that there is a high level ofqution against
malicious software.
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, 2017. —204.

ANALYSIS OF THE POSSIBILITIES OF
CYBERATTACKS ON NEURAL NETWORKS IN
MACHINE VISION SYSTEMS

Kozyreva N.I., Safronova A.V., Kalemalkina A.A.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)

Machine vision systems are developing rapidly ardbecoming
increasingly important in everyday life. With thacieasing
importance of using machine vision systems, thk of cyber

attacks also increases. Attackers can use varicethoas to

influence neural networks used in such systemsciiaghge the
results of their work. This may pose a threat tthlibe security
and confidentiality of the data processed by thestems. This
paper discusses a variety of cyberattack methatsdn be used
against machine vision systems, as well as the sneadefend
against them.
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1. Hy, H., Zhang H., Liu, Y., Wang Y. Quantitative Method for
Network Security Situation Based on Attack PredictiResearch Arti-
cle, Hindawi Security and Communication Network€12. - DOI:
10.1155/2017/3407842.

PREDICTING NETWORK ATTACKS USING
A QUANTITATIVE GRAPH-BASED ASSESSMENT
METHOD

Kozyreva N.l., Tarskaya E.D.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

The report presents a prediction method using aamia
Bayesian attack graph. The Bayesian graph allows tgotake
into account the impact of events on the statéhefdystem and
predict the development of an attack, as well asrdeéne the
previous steps of the attack. By quantifying attdlcieats, an
administrator can assess the severity of the thi@atritical

assets, and also draw timely conclusions and mothitonetwork
security situation.
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1. UEBA (User and Entity Behavior Analytics) httpsncyclo-
pedia.kaspersky.ru/glossary/uelid/ (4 : 23.09.2023).

USING MACHINE LEARNING TO DETECT ANOMALIES
IN USER BEHAVIOR

Kozyreva N.I., Shapko M.M.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

Detecting anomalies in user behavior caused byttanker is an
important task for various industries, includingacial services,
medicine, education, etc. The report examines #spef the
functioning of systems for searching for anomalias user
behavior based on machine learning. The main dbgstand
advantages of machine learning are described.
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InfoWatch Searchinform6 UEBA Solar Dozor
Solar security Searchln-
form [1]. " NAT , PT
Network Attack Discovery Positive Technologies, Kaspersky Anti
Targeted Attack «, »,
$ , % !
#1 5 !
! 44 -
%
8%#8* H+ & (
1.* ! — User and
Entity Behavioral Analytics (UBA/UEBA.# ! . https://www.

anti-malware.ru/analytics/Market_Analysis/user-amiity-behavioral-
analytics-ubaueba.

REVIEW OF RUSSIAN INSIDER THREAT DETECTION
SYSTEMS

Kozyreva N.I., Teplov K.1., Savin E.A., TreguboWA.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

Protection against insider threats is a pressiageisThe report

provides an overview and analysis of the capatilitf various

tools for detecting insider threats and respondmghem by
Russian developers.

489



&2 004.056

& %

4 &

%

$
auditd

490

% %
% (%

$ .,

54 3

%

Linux. *

%

%

%

45



6 ! XGBoost — -

% 5 5

8$HB*  H+ &(

1. Tiangi Chen, Carlos Guestri2016. XGBoost: A scalable tree
boosting system // In Proceedings of the 22nd AQMK®D Interna-
tional Conference on Knowledge Discovery and Dataibd. —
Pp. 785 — 794.

DEVELOPMENT OF AN ARCHITECTURE
OF A SOFTWARE COMPLEX FOR AN INSIDER THREAT
DETECTION SYSTEM

Teplov K.1., Savin E.A., Tregubov A.V.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

The report is devoted to the development of thaitacture of an
insider threat detection system. The conditionsvivich it will
function were analyzed, and 2 main modules thahaoessary at
the development stage were identified. The firstdule is
responsible for collecting data using package Aludit a Linux
system. The second module is responsible for ainglythe
behavior of XGBoost, a supervised machine learnieghod for
classification.
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1. Chang O., LewandowskiK. Launching OSV - Better vulner-
ability triage for open source // URL: https://segugoogleblog.com/
2021/02/1launching-osv-better-vulnerability.html.

COMPARATIVE ANALYSIS OF APPLICATION
VULNERABILITY ASSESSMENT TOOLS

Pozdnyak I.S., Kopashenko M.A.
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(Povolzhskiy State University of Telecommunicat&ns
Informatics)

The paper presents the results of an analysisots tesed to scan
applications for vulnerabilities. To do this, a rhen of open-
source scanners were considered, for which congrerisvere
made on a number of parameters. Based on the gesult

conclusions were drawn about the feasibility ohgghe tools in
work.
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IMAGE MASKING TECHNOLOGIES: CURRENT STATE
AND MAIN DIRECTIONS OF DEVELOPMENT

Ismagilov I.1., Sidorov K.O.
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(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

The analysis of existing image masking technologgesarried
out. The positive and negative sides of each oftékebnologies
are revealed. The main areas of use of the imag&inggprocess

are considered. The main directions of the devetoprof image
masking are also outlined.
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STEGANOGRAPHIC PROTECTION OF INFORMATION

IN THE DIGITAL ECONOMY

Ismagilov I.1., Migunov R.M.

(Kazan National Research Technical University

named after A.N. Tupolev-KAl)

In the context of the development of the digitabmamy, the
importance of information security is increasingneOof the
promising areas is steganography, which allows rieuee the
security of economic transactions and the protactiof
intellectual property. The efficiency of parametritiscrete
orthogonal transformation for the purposes of stegeaphy is
considered. The expediency of using parametric reliec
orthogonal transformations in steganographic allgos is noted.
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USE OF MEAN-SQUARE FILTERING ERROR FOR
DETECTION OF SHORT-TERM ANOMALIES
IN NETWORK TRAFFIC

Plavan A.l., Kartashevsky V.G.
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(Povolzhskiy State University of Telecommunicat&ns
Informatics)

The use of mean square error filtration for theedébn of short-
term anomalies in network traffic is explored. A deting is
carried out to determine influence of short-rangenaalies in
traffic to detection quality. If anomaly is preseot at least a
quarter of the observation period, proposed algoritan detect it.
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1. Doherty, P., & Calway, A(2010). Visual SLAM for Hand-
held Monocular Cameras // International JournaComputer Vision. —
9 87(1-2). — Pp. 4 - 22.

2. Ham, J., Noh, S., Choi, J., & Lee,(3012). A Study on Opti-
mal Location of Sound Sensor for Sound Source livabn // Pro-
ceedings of the 2012 IEEE International ConferemceRobotics and
Automation (ICRA). — Pp. 4183 — 4188.

SOUND RECORDING AND RECOGNITION METHODS
USING DIRECTIONAL MICROPHONE INSTALLED
ON A QUADCOPTER

Edelev V., Aiupov T.A., Faizullin R.R.

(Kazan National Research Technical University

named after A.N. Tupolev-KAl)
This paper focuses on the investigation and dewedop of
methods for recording and recognizing sounds uaidgectional
microphone mounted on a quadcopter. Quadcoptersemirea
unique platform for data collection due to theirbitity and the
ability to access remote or difficult-to-reach Itoas.
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ORBITAL REPRESENTATION OF A COGNITIVE MAP
OF A PERMUTATION DECODER

Ganin D.V.

(Nizhny Novgorod State University of Engineering an

Economics)
The intensive development of a variety of robotid anmanned
systems, and in general automatic and automateiotsystems
(CS), has necessitated need to ensure the funkctiehability
(FR) of such systems, especially in conditions dieirt
combination with telecommunications systems.
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THE PROBLEM OF ASSIGNING ACLS FOR
A HETEROGENEOUS DOMAIN INFRASTRUCTURE

Pochepcov A.O., Eliseev A.A.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

Assigning permissions on a file server for a honmmegels
infrastructure is a trivial task. A heterogeneotrscture, on the
contrary, requires design both to ensure acceibgibibf

information to users and to protect informationnfralistortion
and deletion.
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PROTECTION OF COPYRIGHT CONTENT IN THE
GAMING INDUSTRY

Kireeva N.V., Kuznetsova D.V., Litovchenko M.D.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)
Despite the rapid development of information segum the
digital industry, the issue of ensuring the prdtect of
copyrighted game content remains open. This aitiigklights the
main problems that are caused by the presencelioénrabilities
in games, methods and means of eliminating thesklgms, as
well as trends in their development.
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1. 6 notable API security initiatives launched @22 [

], 2022. — % . https://www.csoonline.com/article/
652754/6-notable-api-security-initiatives-launched2023.html,
-7 . 3

SECURITY IN MODERN ENTERPRISE APPLICATIONS

Kireeva N.V., Shishkin Y.V., Litovchenko M.D., Kvaakhia |.Z.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)
In this article, the critical importance of secyrineasures in

modern Enterprise applications is examined. Theldomental
methods and tools for ensuring information secuarigydescribed.
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1. Gonzalez, J., Zaccaroa, C. et &eal-time gun detection in
cctv: An open problem // Neural Networks. — Vol.213- 2020. —
Pp. 297 — 308.
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2. Delong Qi, Weijun Tan, Zhifu Liu, Qi Yao, andgfang Liu.
A Dataset and System for Real-Time Gun Detectiofufveillance
Video Using Deep Learning. arXiv:2105.01058.

3. Redmon, J., Farhadi, Aolov3: An incremental improvement.
arXiv preprint. arXiv:1804.02767 (2018).

APPLICATION OF A TWO-STAGE OBJECT DETECTION
SCHEME USING NEURAL NETWORKS IN VIDEO
SURVEILLANCE SYSTEMS

Kokoulin A.N., Kokoulin R.F.
(Perm National Research Polytechnic University)

The paper proposes a two-level scheme for imageepsing by
two independent neural networks with different sifisation
systems. The possibility of the proposed two-legeheme
application in video surveillance systems is coasd for
prohibited items detection. The better correctibilitgt is shown
compared to different variants of a single-levéiesne.
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THE FEASIBILITY OF APPLYING AN ECOSYSTEM
APPROACH TO CYBERSECURITY

Pugin V.V., Bakharev V.O.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

The publication discusses the benefits of usingeaosystem
approach to cybersecurity, discusses methods fibditg such
ecosystems and ways of their development.
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AUTOMATION OF ASSESSMENT OF INFORMATION
SECURITY THREATS FOR OBJECTS OF VARIOUS
TYPES AND CLASSES

Ozhgibesova A.S., Shaburov A.S.

(Perm National Research Polytechnic University)
Changes in legislation on the automation of assestnof
information security threats (IST). Estimating 13$iEing fuzzy
cognitive maps (FCM) is an effective tool for tiisocess. The
FCM appears to be a directed graph with conceptsdts) and
connections between them that have weight. Presiesws you
to evaluate the complex relationships between faciad threats,
providing a more comprehensive assessment.
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A MODERN APPROACH TO INFORMATION
PROTECTION IN INFOCOMMUNICATION NETWORKS

Boderko A.V., Shaburov A.S.

(LLC «Center "Regional Information Systems"»,
Perm National Research Polytechnic University)
The main aspects of ensuring information security i

infocommunication systems and networks are listd8the

sequence of implementation of an information ségusystem
based on a risk-based approach is given.
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METHOD FOR DETERMINING INDICATORS OF
CRITERIA OF SIGNIFICANCE OF OBJECTS OF
CRITICAL INFORMATION INFRASTRUCTURE

Isaev A.A., Shaburov A. S.
527



(Perm National Research Polytechnic University)

The procedure for categorizing objects of criticaflormation
infrastructure (Cll) and determining indicatorsasiteria for the
significance of such objects are difficult. A methdor
determining indicators of criteria for the signéitce of critical
processes is proposed. The use of the method ajlowso avoid
erroneous assessments of critical processes, dasvrmalize
the assessment procedure itself.
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DECODER WITH PERMUTATION LOCALIZATION

530

Bakurova A.D.

(Ulyanovsk State Technical University)

The use of the permutation localization methoddrserresistant
decoding solves the computationally difficult taskfinding an

equivalent code (EC), due to which the error ve@mearched,
by replacing the computational procedure of reaktiEC search
for each new combination of redundant code withredipinary

process of increasing the reliability of certainmipls most
correlated with one of their stored in the cogmitimap variant
permutations of symbols with corresponding genegathatrices
of EC.
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PROSPECTS FOR THE USE OF ORBITAL ANGULAR
MOMENTUM FOR INFORMATION TRANSMISSION

Bakurov D.D.

(Ulyanovsk State Technical University)
Telecommunication systems are an important pacuofmodern
life, ensuring the transmission of information arduhe world. In
recent years, researchers and engineers have heielya
working on the development of new data transmisgiethods to
improve the performance and efficiency of commutiica
networks. One of the promising areas of researdhasuse of
orbital angular momentum for information transnossi
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BUILDING AN INTELLIGENT SYSTEM FOR
ANALYZING AND IMPROVING THE SECURITY OF THE
CORPORATE NETWORK FROM UNAUTHORIZED

ACCESS

Kryzanovskii A.V.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)

A comparative analysis of the principles of builglithe most
effective intelligent information security systensscarried out,
their advantages and disadvantages are analyzeel. nidst
attractive systems in this area include: biomeidientification
systems, neural network systems for detecting kdfasystems
based on immune system mechanisms, systems fozargpand
managing information risks, systems for improvihg security of
the corporate network according to its structuke implementation
bases of some of the considered systems are pichpose
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1. An Insight to Covert Channels, Salvan N. ef;al.

. % . https://arxiv.org/ftp/arxiv/papers/1306/1306.
2252.pdf -2 4 21.09.2017).

2., , "' 8 !
[; ], % . http://mwww.nestor.minsk.by
/sr/2003/01/30111.html 2( 4 21.09.2017).

3.(+ A BT A -

Wi-Fi [/ - !

#; 2009. — , 2009. -8. 87 — 90.

4, Bezukladnikov, I.I., Kon, E.IMethod to Counter the threat of
Covert Channels in LONWorks-based Industrial Cdn®gstems //
Application of Information and Communication Teclogies —
AICT2015. — 2015. — Pp. 173 - 178.
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PHYSICAL LEVEL COVERT CHANNELS IN 802.11X-
BASED WIRELESS NETWORKS

Bezukladnikov I.1., Kon E.L., Yuzhakov A.A.
(Perm National Research Polytechnic University)

The report presents several methods of such matipulin the
802.11n and 802.11ax protocols, including the usepecially
generated external interference, as well as switchthe
supported data transmission standards of the adejitén one
information transmission session. Their common uieats the
transmission of hidden information through manigola of
certain parameters of the information flow or databject to
compliance with the information security policy fiorce in the
system and other controlled parameters. The fundehe
operability of the described channels within thenfework of a
typical wireless infrastructure is shown, and tharmel capacity
is assessed when using 802.11ax as the base tegjnol
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1. Oskolkov, A. , Bezukladnikov, I. , Trushnikov|riirect Tem-
perature Measurement in High Frequency HeatingeByst/ Sensors. —
2021. -9 21(7). 2561. https://doi.org/10.3390/s21072561.

2. Oskolkov, A. , Bezukladnikov, I. , Trushnikov,Rapid Tem-
perature Control in Melt Extrusion Additive Manufadng Using In-
duction Heated Lightweight Nozzle // Appl. Sci. 202-9 12(16). —
8064. https://doi.org/10.3390/app12168064.
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USING THE COVERT CHANNEL METHOD
TO ORGANIZE INDIRECT MEASUREMENTS

Bezukladnikov I.1., Yuzhakov A.A.
(Perm National Research Polytechnic University)

As part of the report, the authors propose a nesiginal
approach to organizing multisensory indirect measients, the
basis of which is the representation of the measent process
as a process of transmitting information througiommunication
channel. At the same time, the fact of successtdsarement is
the transfer of the required amount of informatibyp any
available means. The authors draw an analogy batwhe
process of measuring physical quantities and thecgss of
transmitting information through open and covertarutels,
widely known from the field of information securjtywhere direct
measurements correspond to the transfer of infeomahrough
an open communication channel, and indirect measmts
correspond to the transfer of information througkiest channels.
The use of such an analogy allows the use of appesaand
methods for transmitting information in hidden chels for the
successful organization of indirect measurementBusy in
particular, the proposed approach (using a physwal SC) was
successfully used in the development of a methodnfdirectly
measuring the temperature of the working unit &Ca printer
(FDM extruder nozzle) during induction heating, heitit the use
of external temperature sensors, through joint yaiglof a
number of electrical parameters resonant circuiarofinduction
heater.






&2 004.45

%& +,) % %% )
( - )
SERVICEDESK
&
! Y
(
6
( )
# ). 6 !
%
-
(##). 6 - !
! ! 4
% .
$* «8 » %
; ! 2018 . !
4 [ «8 »
! 75%.$ %
% %
8 .6
#it - %
54 %
[
goal-oriented (

542

)

ServiceDesk



54
1) | ! 1o
! 5 5
2 3 1o
I ! 5 -
4 activity dia-
gram « » ;
activity diagram % 54 ;
2) - -
! . $ % - -
% % ;
3) :
% % -
4) %
l .
5) -
(« », 4 -
).
8%#8* H+ &(
1.( , .- : , -
, % = [ -
.- % . https://www.tadviser.ru.

USE OF Al CHATBOT IN THE SERVICE DESK
OF THE ICC

Diyazitdinova A.R., Miroshnichenko A.l.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)

The improvement of the Service Desk system for iseny
internal clients is considered in this paper. Thgrovement
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includes the development and implementation of athdt by
artificial intelligence (Al) technologies.
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DESIGNING A MOBILE APPLICATION FOR
MONITORING WELL-BEING

Diyazitdinova A.R., Zagirova A.R.

% -

%

% -

, &

24(7).

(Povolzhskiy State University of Telecommunicat&ns

Informatics)

The paper addresses the issues of designing aeneeil-being
monitoring application based on the interpretatidra general
blood analysis. This mobile application can beiadd for initial
self-diagnosis and enhancing the accuracy of disigndy

healthcare professionals.
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DEVELOPMENT OF CRITICAL-REFLECTIVE
THINKING OF STUDENTS THROUGH THE
EDUCATIONAL POTENTIAL OF
INFOCOMMUNICATION TECHNOLOGIES IN
MATHEMATICS TEACHING

Balabaeva N.P., Enbom E.A.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

In modern conditions of intensive development ofyhler

education, there is a need to constantly searctarioadequate
choice of technologies and teaching methods. Thicler
discusses the problems of effective developmeralldfacets of

critical-reflective thinking of students in the pess of teaching
mathematical disciplines.
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STRUCTURAL BASIS FOR THE FORMATION
OF A SYSTEM OF TASKS AIMED AT THE
DEVELOPMENT OF DIVERGENT THINKING
OF INFOCOMMUNICATION STUDENTS

Balabaeva N.P., Enbom E.A.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)

A teacher of higher mathematics is faced with #sk tof forming

and properly developing the skills and abilities sttidents'
intellectual activity with the help of a specialesigned system
of tasks covering all sections of the course. Atijjems of this

system must be selected in such a way that th&iti®o is not

only aimed at learning and consolidating a specifathematical
method, but also contributes to the developmentigérgent

thinking.
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ON THE VARIABILITY OF THE APPROACH
TO LEARNING INTEGRATION AMONG STUDENTS
OF TECHNICAL, INFORMATION AND ECONOMIC
SPECIALTIES

Alasheeva E.A., Chuikova N.A.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

This article discusses the difference in approathésaching the
topic of integration for different specialties. Tlobjectives of

studying the topic are identified and options fogit achievement
are proposed.



&2 378.016
& - )& %
( +%

%

%% () +%
% ()
%& + %

%

553



%
* |
% [2]:
) -3
, , 4

5 ;

) 3 l

)

8$#8* H+ & (

1." , .. % o
6.6.+ =" '8 12 ,2018. - 260.

2.8 , . F

/! I .—2019.9 21.-8.709 —-712.

PROBLEM ISSUES OF RESEARCH ACTIVITY
OF TELECOMMUNICATION STUDENTS

Starozhilova O.V., Chuikova N.A.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

Current problems of professional training of studerof
telecommunications specialty, formation of compeg¢gengoals
and objectives of students' research activitiescsien of the
main tasks of preparing students for scientifiévatyt research of
significant factors in the formation of professibnampetencies.
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1. Sy J., Ng D.T.K., ChuS.K.W Artificial intelligence (Al) liter-
acy in early childhood education: The challenged apportunities
//[Computers and Education: Artificial Intelligence.2023. — . 4. —
8. 100 - 124.

SAFETY PROBLEMS OF USING ARTIFICIAL
INTELLIGENCE PRODUCTS FOR SCHOOLCHILDREN

Tamirov A.A.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

This article discusses Al safety issues in schaotlents and
proposes an approach to Al-assisted learning.
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1.% / 7 . — URL: https://github.com/
Boomerific/rpi-rgb-led-matrix ( 4 : 23.09.2023). -
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SOFTWARE FOR MANAGING THE INFORMATION
OUTPUT SYSTEM

Khakimzyanova S.I., Salakhova A.Sh.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

The paper presents the development of a visualrm#tion
output system. Such systems have a wide range picafions,
including the system can be used as a laboratataliation for
studying the discipline "Internet of Things". Thiga&ithm of
operation of a large-format LED matrix based ongRasry Pi is
described and a Python code is proposed.
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1. Dason, G.The VR Book: Human-Centered Design for Virtual
Reality / G. Dason. — ACM Books, 2015. — 953

APPLICATION OF VR TECHNOLOGY IN WORKFORCE
TRAINING

Shagalin O.Y., Bakhareva N.F.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

Virtual reality (VR) technologies are used to modet simulate
a three-dimensional visual environment, allowing thser to
interact with it. Virtual reality programs createn artificial
environment that simulates reality using interaetilevices such
as glasses and gloves. Virtual reality simulatfimsexample, are
used in the energy and oil industries to train aetrain
specialists, recreating real operations and actidaspart of the
project, a VR simulator was developed for the @impany to
help employees prepare for repairs.
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DETECTING DISTRIBUTED NETWORK ATTACKS
USING NEURAL TECHNOLOGIES

Krasyukov K.V., Pozdnyak I.S.

(Povolzhskiy State University of Telecommunicat&ns
Informatics)

Distributed network attack detection using neurtiworks is an
effective approach to detect anomalies in netwmaKit. In this
method, neural networks are trained to recognizenabnetwork
behavior and then identify anomalies or attacks thiger from
this traffic behavior.
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1. Kalinovskayal.N. Trends in the development of artificial in-
telligence and the use of intelligent dialog systdrased on the princi-
ples of machine learning // Materials of the repaf the 52nd Interna-
tional Scientific and Technical Conference of Teashand Students,
2019. — Pp. 217. — 220.

2. Kurakin D.V. On the creation of individual learning paths in
the field of information and communication techrgpés // Distance
and virtual learning. — 2008. — Pp. 4 — 9.

3. Miftakhoy R.l. Machine learning algorithms and their use //
My professional career. — 2020. — Pp. 53 — 58.

DEVELOPMENT OF AN INFORMATION SYSTEM
FOR EVALUATING STUDENTS' PORTFOLIOS FOR
BUILDING AN INDIVIDUAL LEARNING TRAJECTORY

Zakharova O.1., Klimakhina O.l., Rostovskaya A.l.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)
The authors are developing an information systemagsessing
student portfolios to build an individual learnipgth. Emphasis
is placed on the inadequacy of assessing studesitg wnly
traditional methods, in particular tests and exaitns proposed
to develop an information system using machineniegr
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- Labster — 3 -

3
- AltspaceVR — -

4
- Oculus Education — -
% VR- , bl I -

- Minecraft Education Edition —
- VRMath2 — ! I -

VR- :
- SimX — VR-

Oculus, %
Minecraft Education Edition

« »,

VIRTUAL REALITY AS INNOVATIVE APPROACH
TO EDUCATIONAL PROCESS

Limanova N.I., Orehva A.V.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

The report examines the range of software for imgirusing

virtual reality. The authors share their experieoteorking with

Oculus, as well as the practice of using Mineckadiucation
Edition in the process of teaching disciplines.
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1.# I URL:
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2.# Do -
5 /I Skillbox URL: https://skillbox.ru/media/educati/
iskusstvennyy-intellekt-v-obrazovanii-izuchaem-reslu-praktiku/

3. Educating in a World of Artificial Intelligencé/ https://
www.gse.harvard.edu/ideas/edcast/23/02/educatinmtdvestificial-
intelligence.

ARTIFICIAL INTELLIGENCE IN EDUCATION:
REVOLUTIONARY OPPORTUNITIES FOR IT
STUDENTS

Ramazanov P.R., Zaharova O.I.

(Povolzhskiy State University of Telecommunicat&&ns
Informatics)

Within the framework of this article, the possitids of using
artificial intelligence in training IT specialistése considered. The
revolutionary capabilities of artificial intelligee are noted,
including the development of new educational platfe® capable
of providing interactive and adaptive learning mails, as well
as the creation of virtual environments for pradticaining that
simulate real-life work situations. It is concludétht artificial
intelligence can be used to create virtual asdstdmat will
support and accompany students during school and
extracurricular hours. And in general, the use dfificial
intelligence in education contributes to the depsient of
critical thinking and problem-oriented approach amolT
students.
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1. Garzoén, J., Pavén, J., Baldiris, Sugmented Reality Applica-
tions for Education: Five Directions for Future Basch // Augmented
Reality, Virtual Reality, and Computer Graphics.ctige Notes in
Computer Science. — Cham: Springer. — 2018. 402 — 414.

2. Kidd, S.H., Crompton, HAugmented Learning with Aug-
mented Reality // Mobile Learning Design. Lecturetés in Educa-
tional Technology. — Singapore: Springer. — 2018. 97 — 108.

VIRTUAL AND AUGMENTED REALITIES IN TEACHING
INFOCOMMUNICATION TECHNOLOGIES

Mirkhanova A.N., Komar K.O., Idiatullov Z.R.

(Kazan National Research Technical University
named after A.N. Tupolev-KAl)

This article describes the possibilities of usihgse technologies
to improve the learning process, improve the qyalif
knowledge and motivation of students. Special #tiaris paid to
security issues and ethical aspects of the useirtfal reality
(VR) and augmented reality (AR) technologies in ¢deicational
process.
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INTEGRATION OF LARGE LANGUAGE MODELS
IN THE FORM OF CHATBOT

Ivanov K.N., Kuznetsova A.A., Kushukov S.V.

(Povolzhskiy State University of Telecommunicat&ns

Informatics)
The integration of large language models into tistesns of
enterprises and commercial organizations highliges potential
for automating processes and improving customeraation.
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THE PROCESS OF IDENTIFYING PATTERNS IN
NATURAL SPEECH IN THE PROCESS OF PROBLEM
MANAGEMENT DURING WEB CONFERENCES

Gadasin D.V., Panteleeva K.A.

(Moscow Technical University of Communications and
Informatics)

In companies that use the information technolo@masiructure, a
number of specialists gather on the service oesysb solve the
problem as soon as possible, and in the conditaina post-

pandemic, the gathering of specialists takes ptased on a web
conferencing platform. This article describes tleEassity and
principle of pattern allocation in a web conferetm®ptimize the

emergency communication process.
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