YBa:kaembie corpyaHuku u ctyaentsl KHUTY-KAU!

B yueOubix 3manusax Nel, No2, Ne3, No5, No7, Ne§ noctynuo noakmtouenue k cetn KHUTY-KAU
u UnTepHeT uepes 6ecripoBoiHoe o0opyaoBanue Wi-Fi:

e 3ganue Nel
o 1 »aTaxk: X0/ U KpbLIO peKTOpara,
O 2 3Tax: X0, KPbLIO 3ajia 3ace/laHuil Y4yeHoro coBeTa, kadeapa PIudY
o 3 ostax: HayuHno-Texuuueckas bubnauorexka,
o Komremxk, 2 sTax;
e 31anue Ne2 — 1 aTax: Xo/u1 U Kpbu1o kKadenpsl OO1Iel Xumun;
o 3manue Ne3
o 1 3Tax MOJHOCTHIO,
o 4 srax: Ha Tepputopuu BLI,
O YWUTAJILHBIN 341,
e 3manne Ne5
o Tepputopus BLI[-5 okoiso ayauropuu 213,
o 4 sTax: ocHoBHOE KpbLio (kadenpa PUNT),
O YWUTAJILHBIN 341,
o 3qanue Ne7
o 1 3Taxk MOJAHOCTHIO (BKJIIOYAs CTOJIOBYIO),
O 2 3Tax MOJHOCTHIO,
o 3 arax: neBoe kpbuto (kapeapa ACONY),
o 4 stax: nesoe kpouto (kadeapa KC, CUB),
o 5 oatax: neBoe kpbuto (kadeapa CAIIP);
e 37aHUE Ne§ — MOJIHOCTHIO.
e OOmexutue Nel: AKTOBBIN 3a11 U KOM.425
e Oomexurue Ne2: Cronosas, [Ipodunakropuii, 3 u 4 3Tax BO3J€ JIECTHULIBI
e Oo6mexutue Ne3: 5 aTaxk HOBOro KopIryca, (oiie y riiaBHOro Bxoja
o OOmexutue No5: 1 aTax (Bo371€ BaxThl), 5 3TaX (aabHsIs JIECTHUIIA)
e Oomexutre Ne6: 1 3Taxk rOCTUHUIIBI, 6 ATAX MEXKTy OJIOKaMH.

VYcinyra 1ocTynHa cOTpyIHUKAM U CTYIEHTaM, SIBJISIOLMMCS aDOHEHTaMH KOPIIOPAaTUBHOMN CeTH
KHUTY-KAH 1 umeronum J0MEeHHYI0 Y4eTHYIO 3auch (MM M0J1b30BaTe/Isl MU MapoJib).

[Tonyunth ydyeTHbIE NaHHbIC (MMs TMOJB30BATEIsl W TApOJb) Ui JOCTyNa K CETH MOXXHO B
Hucneruepckoii cyx6e (Service Desk) mo agpecy: b. Kpacnas, 55, 7-e 3qanue, kom. 213.

Jucneryepckas ciry:k0a OTBETUT Ha BCE BOIPOCHI MO Teae(hoHaM:
231-00-11 (70-11), 231-00-44 (70-44), 231-00-23 (70-23).
Pexum pabotsr: 8:00 — 19:00.



HNHcTpykuus As noaka0vYeHus Kk kopnopatuBHoil Wi-Fi cetu ¢ MOOMJIBHBIX ycTpoiicTB

[Tpu nepBOM NoAKIIOYEHUH K KopropatuBHOW Wi-Fi ceTn ¢ MOOMIBHBIX yCTPOHCTB HEOOXOJUMO:

1. Cpenu noctynssix cereit Wi-Fi BeIOpaTh
a. KAI — ans coTpyaHukoB
0. KAI-STUD-WIFI — nns ctyneHToB

2. Jns yerpoiictB Android yka3aTh mapaMeTphl TOIKIIOUSHUS:
a. Tun aBropuzaumu (nnu merox EAP) — PEAP, MpLTATNL

0. Tun mmdposanus (wnmm 2 stan ayreHTudukanum) — MS- EpTHDURa
CHAPv2 {He yxazauo)

3. Bgectu Bawe umsa nonvzosamens B none «VMs moib30BaTesns»
(B HEKOTOPBIX Android-ycTpolcTBax moje «Y IOCTOBEPEHHE»), C
nione Ilapons — Baw napones.

4. Coxpanuts npoduib

MoxazaTe Napans

5. B cnydae Bbimaunm cooOmieHus o ceptudpukare (Ha i0S
YCTPOMCTBAX ) HEOOXOAMMO HAXKATh KHOMIKY «JlOBEpATHY.

Oox asnTh. g LT L b

OTmona | Coxpanwte |

6. OTkpbITh M00YI0 BeO-CTpaHMLy B HOBOIl BKIaake Opaysepa (kpome cTtpanuu *.kai.ru). Hampumep,
yandex.ru. 3ampoc OyIeT NepeHanpaBieH Ha COOTBETCTBYIOIIYIO BEO-CTPaHMIy KOPIOPATHBHOM
CHCTEMBl aBTOpW3alMM M ydeTa, TAe HEoOXOIMMO elle pa3 BBECTH JIOTHH W Mapojb Balei
JAOMEHHOIi yueTHO# 3anmucu. B cinydae ycnenHol aBTopu3aluyl OTKPOETCS CTPAHUIIA 3alPOLIEHHOTO

BeO-caiira.
5 4 [ .
" v —
Cucrema goctyna K ceTu UHTepHeT
BeeguTe AaHHble Ballel y4eTHOW 3anuch
JloruH:
Maponk:
Bointk
Mpumeyanns.

1. Jns mepexoma Ha CTpaHUIy aBTOPH3AIlMH PEKOMEHAYyeM OTKpHIBaTh B Opay3epe MMEHHO HOBYIO
BKJIAJIKy ¥ HaOUpath azpec caiita 6e3 sBHOTO yka3zaHus npotokoia HTTPS. B Gnwkatitee BpeMs 3ToT
HEOCTAaTOK OYJeT yCTpaHeH.

2. B HEKOTOphIX MOOWIBHBIX OMNEPAIMOHHBIX CHCTEMaxX MOTYT BO3HHKHYTH IMpPOOJIEMBI C OTKPBITHEM
CTpaHUIIBl aBTOPHU3AINH TP UCTIOIB30BaHUH IPElyCTaHOBIEHHOTO Opay3epa. Bepcun omnepannoHHBIX
CHCTEM C BEISBIICHHOW mpobiemMoit: Android v4.2.2 u mmazamre ¢ 6pay3epom UuTepHer, Windows Phone
v7.8 u muanme c Opaysepom Internet Explorer. Pekomenmyem B Takux ciyd4asX HWCIOJIb30BaTh
cTopoHHue Opaysepsl, kak Google Chrome nnu Mozilla Firefox.



HNHucTpykuus 1/ noakaYeHusi K kopnopatuBHoii Wi-Fi ceTu ¢ HoyTOykoB
[Tpu nepBoM NoAKIIOYEHUH K KopropaTuBHOW Wi-Fi ceTn ¢ HOyTOyKOB HEOOX0MMO:

1. 3aiitu B [Tanens ynpasiaenus — LIeHTp ynpaBiaeHus ceTsiMU U oOIMM JoctynoM — HacTpoiika
HOBOTI'O IOJKIIOYEHUS WU CETH

[MpocMoTp OCHOBHBIX CBEAEHWIA O CETW M HACTPOHKE NOAKNHOUYEHWHA

ﬁ@,ﬁ.‘ F 4 %j} MpocmoTp nonHoi KapTel

USER-PC WMHTepHer
(3TOT KoMNBHOTER)

MpocmoTp aKTWEHBIX CETER MogenroveHKe K ceTi
B AaHHBIA MOMEHT Bbl HE NOAKNHIYEHEI HW K KEKOH CETH.

zmeHeHWE CETEBRIX Na PamMETROB

"E. HECTEGHKE HOECrO NOZKAMOUEHIA UK CeTh

= =
HacTpoiika BecnpoBogHoro, LWKMPOKONOAOCHOTD, MOZEMHOrD, Npamoro wan VPMN-nogenoueHna
WK 3KE HACTPOMKE MapLUpPYTH3aTopa WK TOUKK 40CTyNa.

ﬁ. MognoynTeCs K CETH

MogkatoYeHre MAW NOBTOPHOE NOAKNMIHEHWE K BECNPOECAHOMY, MPOBOAHOMY, MOAEMHOMY
CETEBOMY COEAMHEHMHD WK nogentodeHune K VPN,

,'% BriGop gomaluHel rpynnel W NapameTpos obllere gocTyna

Joctyn K dalinam u NpUHTEPaM, PACNoACHKEHHBIM Ha APYTHX CETEBBIX KOMMNBHITERAX, KW
MIMEHEHWE NapameTpos oBLlero gocTyna.

¥cTpaHeHne Henonagox

,ﬂ,HEFHDL‘I’HKE W MCNPaBENEHNE CETEBRIX I'IFID&.HEM WK NnonyHeEHKE CEEﬂ,EHHﬁ ob MCnpaeneHnn.

2. BuiOpats «I[logkmrodeHue Kk 6€CIPOBOIHON CETH BPYIHYIO»

F B

U @I ¥cTaHoEKa NOAKNOYEHWA WA CETH

BribepuTe BapMaHT NOAKNOUEHWA

Megrnrouerne k MHTepHETY Fa
BecnpoBogHOE, CKOPOCTHOE AW TENEROHHDE NOAKNHYEHNE K FIHTEpHETY.

| Cozganue n HacTpoiika HoBOW ceTn
<ag, HacTpoiika HoBoro MapLUpyTMIATORA MK TOUKW JOCTYNA.

ﬁ MogentoueHne Kk BecNpoBoAHOW CETH BRYUHYHD
S| 10K NS EHNE K CKPBITOR CETH MW CO3A3HWE HOBOTD Npodnng BecnpoBogHOR CBAZM

H MeakntoueHne k paBodeny MecTy
: Hactpoiika tenedonnore wan YPMN-nogenroderns K paGovemy mecty.

m

== HacTpoiika TenedoHHOMD NOAKAKIYEHNA
5:# Mogkntoderne K VIHTepHETY Yepes TenedoHHYHD CETE.

[ Janee ][ OTmeHa




3. Beectu ums cetn (KAI — mna corpyanukoB, KAI-STUD-WIFI — mns cTyneHToB), BHIOpaTh THI
oe3onacHoctH “WPA2-Enterprise”, Tun mudposanns “AES” n HaxaTs «/lamee».

- B
="E

@ E“E MogrnrodeHne Kk BECNpoBOgHOR CETH BPYYHYHD

BeeanTe MHpOpMaLMio 0 BeCNpoBOAHOW CETW, KOTOPYIO Bbl XOTUTE A00aBUThL

Wmn cenn: KAI-STUD-WIFI

Tun GesonacHooTi: [WPAZ-Enterprise v]
Tun wudpoearna: AES -
Konroy GesonacHocTi: CKpBITE CUMBOLI

Janyckate 3T0 NOAKAHIYEHNE BETOMATHYECKK

[] Dogkntouatecn, gaske ecam cets He NPCoUIECANT LUMPOKOBELLATENEHYHD NEpeAaYy

Mpegynpexgedne, Moy epiBope 3Toro NapamMeTpa BE30NACHOCTE KOMMNBHITEDE MOMET
BbITe NOA YTpo3oH.

[ danee J[ OTmeHa

L

4. B caenytonieM okHe HEOOXOIUMO HaXkaTh «VI3MEHUTH apaMeTPhl MOAKITIOUSHUS» U MIEPSHTH K 11.5.
F EE '1
—_ ==

() f‘? Mogkntodedne K BecnpoBoAHOR CETH BRYYHYHD

YenewHoe aobaenedve KAL-STUD-WIFI

2 WMameHnTb napaMeTpbl NOAKAHOYEHWA
CTKpBIBAET OKHO CEOWCTE NOAKAMIYEHNA 4NA M3MEHEHWA NAPaMETPOE,




4a. Ecnu u3o0pakeHHOE BBINIE OKHO OTJIM4aeTcs oT Barmero, ckopee Bcero y Bac yxke mmeercs
COXpaHEHHOE TOJKIIYeHne K becnpoBomHOW ceTw, W ero HeoOXoamMo yaamuTh. [lms sToro
OTKpO#iTe KOMaHIHYIO cTpoKy (B [lycke Habepute cmd n HaxkmuTe Enter) v BBIMOTHUTE KOMaHIY
netsh wlan delete profile #MA CETH (rne UMA_CETH: KAI-STUD-WIFI — nnst cTyaeHToB,
KAI — 151 cOTpyTHHUKOB).

BN AgmuHuctpatop: KomangHas crpoka |E!E|i-J

C:“Userssuser>netsh wlan delete profile KAI-STUD-WIFI

C=“Userssuserr_

o+

UT0OBI MPOCMOTPETH CIIMCOK COXPAHEHHBIX MOAKIIOYCHIH, BEITTOTHATE netsh wlan show profile

5. B cBoiictBax Bo BKIaake «be3omacHOCTE» BBIOpaTh METO] MPOBEPKH IMOJIUHHOCTH CETH
«Microsoft: 3amumennsie EAP (PEAP)». [lanee Haxxath kHoONKy «[lapameTpbi».

P '
Ceolictea Gecnposogroi cetk KAL-STUD-WIF I&J
Tun bezonacHoCTH: |'|."'.|'P.6.2-Enter|:urise S |
THnN WKbpoBaHAA: |,-5.E5 - |

BrifpaTe METOA NPOBEPKK NOANMHHOCTH CETLL

Microsoft: 3awmMwenHse EAP (PEAP) - | MNapaMeTpkl |

| 3aNoMMHETE MOM YHETHBIE A&HHBIE ANA 3TOMO
NOAKNKOYEHMA NPKM KERA0M BXOAE B CMCTEMY

| LononHUTENEHEIE NapaMeTPb

Ok | | OTMEHA




6. B cnenyroniem okHe cHATH rayiouky «[IpoBepsaTs cepTudukar ceppepar». BridOpars MeTo 1 MpOBEPKU
MONTMHHOCTH ceTH «3amumieHHsid mapons (EAP-MSCHAP v2)». Jlamee HaxaTh KHOIKY

«Hactpouts». (IIpumeuanue. enewtnutl 6u0 oKHaA Modcem omauvyamscsa 6 paznuunvix eepcusx OC
Windows)

g

-
CeolcTea sawmweHHoro EAP M

Mpy NogKAHYEHI:

[|fpoeepats cepTidukaT cepeena

MoaKNYETHCA K CEPEEDEN:

J0EEpEHHEIE KODHEERIE LEHTDEI CERTHRMIKALHH!

0 -
[ Baltimere CyberTrust Root (W
[ certification Autherity of WoSign
[ certum CA

[] certum Trusted Network CA

[7] Class 2 Primary CA

[] Clazs 3 Public Primary Certification Authority -
1 | ] [ 3

He zanpawuBaTh NoNE30B3TENA AaETOPM30BATE HOBLIE
CEPBEPEI MNKM A0BEPEHHBIE LEHTDEI I:EI:ITI-1I:I:II-1KEILU-1I-1.

BelfEpMTE METOA NPOBEPKIA NOA AMHHOCTI:

SalWMWEHHEI Napons (EAP-MSCHAR v2) -

BKAMYMTE GEICTPOS NEPEnoaKIKHEHHE
[ BRAKHMTE 3EWMTY AOCTYNE K CETH

[ OTRno4aTECA, ECNM CEpEEP HE NOLAEMHMEAET NPUBASKY C
WHHPOBAHMEM YEpES MEXaHMsM TLY
[ BrntommTe
Y¥OOCTOBEpEHHE
KOHMAEHLMENEHOCTI [

0K J [ OTMEHE

b

7. CHaTh ranouky «lcnonp30BaTh aBTOMAaTHIECKH UM BXoa U apoiab Windows» 1 Haxkath « OK».

s K
Ceoiicrsa EAP MSCHAPv2 e

Mpw nogrnoyeHamn;

lcnons30BaTE ABTOMETHYECKH MMA EXOAE W
[ Inapons us Windows (1 uma gomena, ecnn
CyWEecTEYET).

[ oK ] [ Omaena

b

8. B okne «CsoiictBa 3ammuiiennoro EAP» naxats «OK».



9. B okne «CBoiicTBa O€CTIpOBOTHON CETH» HaXKaTh KHOIIKY «J{OMOIHUTENbHBIE TApaMeTPhI».

i B
Ceolictea BecnpoeogHoit cetn KAL-STUD-WIF ﬁ

[MNoaknHYeEHHE BezonacHocTe

Tvn DesonacHoCTM: [WPAZ—EnterpriSE V]

Tun WhdposaHua; [AES v]

BeifpaTh METOA NPOBEPKK NOAAMHHOCTH CETH:
[Micrnsoﬁ: SawmuwenHse EAP (PEAR) v] [ MapamMeTpel

JANOMMHETE MOK YHETHEIE ASHHBIE ANA 3TOMD
NoAKNKDYEHIMA NP KEKA0M EXOAE B CUCTEMY

AononHuTensHele NapaMeTpel

[ Ok J[ OTMeHa ]

e

10. YcTaHOBUTH Talouyky «YKaXUTe peXHUM TMPOBEPKH MOAJIMHHOCTH». B BbINajarolieM MeHIo
BbIOepuTe «IIpoBepka MOMIMHHOCTU MONb30BaTess». Eciu Bl X0TUTE, 4TOOBI CHCTEMa XpaHMIa
JTaHHBIE Balllel y4eTHON 3alncH, HAKMHUTE KHOMKY «COXpaHUTh YUEeTHbIE JaHHBIE) U MEPEXOIUTe K
n.11. B mpoTUBHOM ciyyae npomycTure myHKT 11.

F B
ﬂ,OHOHHMTEﬂI:HI:IE napamMeTpbl ﬁ

MapameTpel 802, 1X | MapameTpel 802, 11
e

¥AanuTb YHETHBIE AaHHbIE BCeX none3oBaTENnei

[ BraroumTs enunyro perucTpalo ana ceT
(@) BbiNONHATE HENOCPEACTEEHHO Nepeq BX0ACM
NoNbL30BATENA
BRINONHATE CPasy Nocne BX0Aa NoNb30EaTENA
MaKcMManeHan 3a4epmKa (CeyHARD: 10
PazpewnTe oTobpameHe QononHUTENEHEIX
OManoroBeIX OKOH NPW E4WHOM BX00E

B 5Tol CETH MNONB3YIOTCA 0T AENEHEIE
EWPTYaneHblE NoKanbHBIE CETH ANA NPOEEPKK
NoOANMHHOCTH KOMNBKOTERE M NONE30B3TENA

[ OK ; [ CtmeHa




11. Bectu cBou yueTHbie qaHHbie. HaxaTts «OK».
Ipumeuanue: ons eepcuti OC Windows 8/8.1/10 neped umenem nonv3osamens HeoOX00UMO
dobasumv ums domena (dekai\ — o compyonukos, stud\ — dst cmyoenmos).

i« |
BesonacHocTe Windows &J

JaMeHNTE YUETHBIE AaHHbIE

CoxpaHeHWe YYETHBIX JaHHEIX NO3BCAAET MEPCOHANBHOMY KOMMBIOTERY
NOAKAHIYUTECH K CETH, KOMAa BaLLE JMYHEA YYETHAA 3aMNCE HE
NoAKAHHEHE (HANPUMER, 4NA 3arpy3Kn oBHoBNEHWA).

| )
| studiamivanov |

| ok || Ommena

L

Ecimn BBl He BOCMONB30BANMCH BO3MOXKHOCTBIO COXpaHeHHs ydeTHoW 3amucu (1m.10), To
COOTBETCTBYIOMAs (Gopma i BBOJA MMEHH IOJIB30BaTeIsl M Tapois OyIeT MOSBIATHCS TpH
KaXI0M NoAKIIoUYeHun K OecripoBoHoii cet KAI vnu KAI-STUD-WIFI.

12. JIns ymaqHoro MOAKIIOUSHUS, 603MOJICHO, TIOTPEOYETCS nepe3azpy3Kka KOMIBLIOTepa.

13. Ilocne moaxmtoueHust k OecrnpoBogHol cetn (KAl wnu KAI-STUD-WIFI) Heo6XoauMo NpOWUTH
MpOLeAYPY aBTOPHU3ALUN B KOPIIOPATUBHOM cHUcTeMe AO0CTyma K cetu MHTepHer. [ng aToro B BeO-
Opaysepe (Hanpumep, Internet Explorer) Hy»HO OTKpBITh Jt00YI0 BeO-CTpaHUIly (KpoMe CTPaHHUII
* kai.ru). 3anpoc OyJeT mepeHanpaBieH Ha COOTBETCTBYIOLIYIO CTPAaHMYKY AJS BBOJA YUETHBIX
naHHex (1m.14).

[ mepexojia Ha CTpaHWIy aBTOPHU3AIMM PEKOMEHAYyeM OTKpBIBaTh B Opay3epe UMEHHO HOBYIO
BKIIJIKy (HE HCIIONIb30BaTh OTKPBIThIE PaHee C 3arpyKeHHBIMHU caliTaMH) W HaOWpaTh aapec caiita
0e3 siBHOTO yKazaHus nportokona HTTPS. Hanpumep, yandex.ru.

14. B ¢opMe Ha OTKpBIBLICHCS BeO-CTpaHUIE CUCTEMBI aBTOPH3aLUH HEOOXOAMMO elle pa3 BBECTH
JIOTHH M MNapoJib Balleil JOMeHHOW y4deTHOW 3amucu. B ciyyae ycremHod aBTopu3alluu
OTKpOETCs CTpaHuIa 3anpoleHHoro B .13 BeO-caiira.

Cuctema pgoctyna K ceTu MHTepHeT

BeeguTe AaHHbIe Ballel y4eTHON 3anncH

Jlorux:
Maponk:

Bowti

IIpumeuanue. B ciryyae HEaKTHBHOCTH CECCHHU TONIb3oBaTens Ooiiee 24 dYacoB, ceccus Oynaer
3akpeITa. [locie sToro morpedyeTcs MOBTOPHAS aBTOpU3aIus B cucteMe noctyna (1. 13-14)



